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No. 5-2/2021-TC/TEC/131 Dated: 13/06/2022

Amendment Notification

Subject: Mandatory Testing and Certification of Telecommunication Equipment

(MTCTE) phase-III and IV products-reg.
Ref: No. 5-2/2021-TC/TEC/112 dated: 31/01/2022

In partial modification to this office notification dated 31/01/2022 referred above (enclosed),
w.r.t. the testing and certification of telecommunication equipment under Phase-III and Phase-
IV of MTCTE regime, as provisioned in Indian Telegraph (Amendment) Rules 2017, the

following amendments/modification are hereby notified with immediate effect as mentioned
below:

a. Extension of date of mandatory certification of MTCTE phase-III and IV products by
twelve months i.e. from 01.07.2022 to 01.07.2023

b. Extension of last date of acceptance of test reports issued by labs accredited by
International Laboratory Accreditation Cooperation (ILAC) signatories from non-
border sharing countries by twelve months for technical parameters only i.e. from

30.06.2022 to 30.06.2023 for the products which were initially given ILAC relaxation
till 30.06.2022 vide above referred amendment dated 31.01.2022.

This notification shall be applicable for all the products mentioned in notification issued vide 5-

2/2021-TC/TEC/112 dated: 31/01/2022 except for the products mentioned in Gazette
notification issued vide S.O. 2372(E) dated 24/05/2022. Further, all other conditions, details
mentioned in notification issued vide 5-2/2021-TC/TEC/112 dated: 31/01/2022 shall remain

unchanged.
This issues with approval of the Competent Authority.

Encl.: As above. &2\;;4 //\»»-'" ﬁ \].'06‘@‘22/
Hle-1v)/Director (TC-IV)
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Indian Telecom Security Assurance RequirementsFor
Wi-Fi CPEs

Security Assurance Standards (SAS),

National Center for Communications Security, BengaluruDepartment of Telecom,
Ministry of Communications Government of India

India's Telecom Security Requirements for Wi-Fi CPE Equipment

This Indian Telecom Security Assurance Requirement (ITSAR) document specifies
securityrequirements for WiFi Customer Premises Equipment (CPE). The WiFi CPEs
are the equipment that are used or deployed at customer premises in telecom networks
for providinginternet connectivity to end users.

The types of devices for which ITSAR is applicable are WiFi Routers, WiFi Modems,
Broadband Modems with WiFi facility, Cable Modems with WiFi facility, FTTH
ONTs withWiFi facility, and WiFi Data cards which provide WiFi facility with
backend 2G / 3G / 4G connectivity.

The security requirements are drawn from national, international standards and best
securitypractices for telecom networks. TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0
Is the reference document on which the ITSAR is modelled. The security
requirements are grouped into 12 sections based on the sub-areas, the WiFi CPE



devices seeking certification has to meet the security requirements mentioned in this
document.

Access and Authorization
Management Protocols Entity Mutual Authentication

The CPE shall communicate with authenticated management entities only. The
protocols used for the CPE management shall support mutual authentication
mechanisms, preferably with pre-shared key arrangements Or by equivalent entity
mutual authentication mechanisms. This shallbe verified for all protocols used for
CPE management. (This feature shall be supported on all WAN management
interfaces).

Management Traffic Protection

All management traffic shall be protected by integrity and encryption. Unprotected
sessions shall not be accepted. The remote access methods can support traffic
encryption using protocolssuch as HTTPS, SSHv2 or can be based on lower
tunnelling protocols (IPsec VPN, TLS VPN, etc.).

Role-Based access control

CPE shall support Role-Based Access Control (RBAC) which provides at least two
different access levels or domains to guarantee that individuals can only perform the
operations that theyare authorized for. The RBAC system controls how users are
allowed access to the various domains and what type of operations.

User Authentication - Local/Remote

Local/Remote access to the CPE for configuration and maintenance purposes shall be
grantedonly to authenticated users or machines using at least one authentication
attribute. This authentication attribute when combined with the user name shall enable
unambiguous authentication and identification of the authorized user. No methods to
exist providing authentication-bypass attacks to succeed under all combinations of
interface / methods ofauthentication.

Remote Management Standards

The remote management mechanisms for CPE to be fully compliant with the remote
management standards that the OEM chose to implement, example: TR-069 or any
other relevant standards, Such mechanisms to include entity mutual authentication,
encryption of themanagement traffic.

Remote Management Standards for Connected Devices,Additional Features



The remote management mechanisms for devices connected to CPE, Or for
configuration of additional features of CPE like DDNS, UPnP etc., are to be
compliant with the respective lateststandards published at the time of commencement
of security testing. These additional featuresare to be configured as disabled in the
factory default settings, with provision for user to enableindividual features on menu-
selection. Such mechanisms to include entity mutual authentication, encryption of the
management traffic.

Unambiguous identification of the user & group

The CPE shall identify each login user unambiguously. CPE shall be able to assign
individual accounts per user, where a user could be a person, or, for Machine
Accounts, an application, ora system. It is a desirable feature to configure user
preferred USERID name in configuration menu instead of pre-configured ADMIN
User ID. Use of group accounts or group credentials, or sharing of the same account
between several users shall not be enabled by CPE.

Authentication and Attribute Management
Authentication Policy

The usage of a system functions such as network services (like SSH, SFTP, Web
services), management access, local usage of operating systems and applications shall
be allowed only after successful authentication on the basis of the user identity and at
least one authenticationattribute (e.g. password, certificate).

This requirement shall also be applied to accounts that are only used for
communicationbetween systems.

Authentication Support - External

If CPE supports external authentication (for the Cyber-cafe use-case scenario), the
user authentication credentials should be protected and securely communicated if the
authenticationcredentials are managed by external authentication servers.

Protection against brute force and dictionary attacks

CPE shall have a mechanism that provides a protection against brute force and
dictionaryattacks which aim to use manual/automated guessing to obtain the
passwords for user andmachine accounts.

CPE to detect repeated invalid attempts to sign into an account with incorrect
passwords duringa short period of time and it may implement at least one of the
following most commonly used protection measures.



Increasing the delay (e.g. doubling ) for each newly entered incorrect password.

Blocking an account after a specified number of incorrect attempts (typically 5) for a
certainperiod of time.

Using CAPTCHA to prevent automated attempts .

This feature to be enabled for login attempts for CPE and on authentication attempts
on Wi-Fiaccess through SSID with PSK.

Enforce Strong Password
CPE shall only accept passwords that comply with the following complexity criteria:

Password containing a minimum length of 8 characters are only permitted by default.
shorterlengths shall be rejected by the NE.

Minimum password length - the default minimum value of 8 characters.
Password comprises at least three of the following categories:

at least 1 uppercase character (A-Z)

at least 1 lowercase character (a-z)

at least 1 digit (0-9)

at least 1 special character (e.g. @;!$.)

CPE shall support password field length of minimum 64 characters.

This Feature to be enabled for CPE Login-IDs as well as for the PSK key associated
with SSIDfor Wi-Fi access.

Inactive Session Timeout

CPE shall monitor inactive sessions of administrative login users, Data users either on
LAN or WiFi and initiate session locking mechanism based on user configurable
timers. Unlocking the session shall be permissible only by authentication. If the
inactivity period further continues fora defined period, Session /user ID time out must
occur after this inactivity. The timer values canbe admin configurable as per
requirement. When the time out occurs the same screen must be cleared of all
displayed information.

Password Change facility, 1st Installation /Factory Reset

Cpe CPE shall enforce change of authentication attribute (eg:- password) on 1st
installationconfiguration or On factory reset conditions. If a password is used as an
authentication



attribute, then the CPE shall provide a function that facilitates the user to change his passwordat
any time. However, the CPE shall not allow the previously used passwords up to a certain
number (Password History).

Protected Authentication feedback

When a user enters the password at the local console, local or remote management GUI, the CPE
should give obscure feedback by displaying characters like “*”.

Removal of predefined or default authentication attributes

CPE may come with predefined (by the vendor, developer or producer) authentication attributes
such as password or cryptographic keys. CPE shall remove the predefined / default
authentication attributes from its run-time configuration. Such predefined authentication
attributes can be restored only through factory reset, preferably through operating a physical
button.

Storage of Passwords in encrypted form

User passwords should be stored using password hashes or encrypted, based on a strong hashing
mechanism designed for use with passwords (example: HMAC, PBKDF2, Argon2), OEM may
choose his own hashing mechanism for implementation. Passwords may not be stored in clear
text. This requirement does not apply to pre-shared keys that must be used in raw form, such as
IKE pre-shared keys.

Software Security
Secure Update

The update process should verify the authenticity of the source repository and the integrity of
the software patch preferably employing Digital Certificate for authenticity and hashing
(example:SHAZ2) for integrity before updating the software in the CPE. The update mechanism
should prevent illegal software patching.

Secure Upgrade

CPE should support authenticity and integrity check while performing software upgrade
Preferably employing Digital Certificate for authenticity and hashing (example: SHA2) for
integrity.

Source Code security assurance

Source code of the CPE (in high level programming language ) shall be free from known
security vulnerabilities , the high security critical weaknesses listed in the CWE database andall



the exploitable security vulnerabilities listed in the latest SANS Top 25 and OWASP Top 10.
OEM may provide Software Test Document (STD) in this regard.

Known Malware Check

The Operating System and the applications installed in the CPE shall be free from any known
malware. The CPE shall support mechanism to carry out anti-malware checks. OEM to submit
Software Test document (STD) to establish that the CPE is free from Known Malware.

No unused software

Unused software components or parts of software which are not needed for operation or
functionality of the CPE shall not be installed or shall be deleted after installation. This includes
also parts of a software, which will be installed as examples but typically not be used (e.g.
default web pages, example databases, test data). OEM to provide Software Test Document
(STD) in this regard.

Unnecessary Service Removal

The OEM to provide list of essential services and the related ports required for functioning of
CPE, list of optimal services supported by CPE and their related ports. The CPE shall only run
protocol handlers and services which are needed for its operation, and which do not have any
known security vulnerabilities. In particular, by default the following services and their ports
shall be initially configured to be disabled on the CPE by the vendor.

FTP

TFTP

Telnet

rlogin, RCP, RSH

HTTP

SNMPv1 and v2

SSHv1, HNAP

TCP/UDP Small Servers (Echo, Chargen, Discard and Daytime)
Finger

BOOTP server

Discovery protocols (CDP, LLDP)



IP Identification Service (Identd)
PAD

MOP

Secure Time Synchronization

The CPE shall support time synchronization feature for its core functionality or for the
additional supported functionality. For CPEs that have time synchronization feature, it shall
support the secure time synchronization feature preferably by using Network Time Protocol
NTP.

The CPE clock shall be synchronized with NTP server in a secure manner. The CPE client
should be able to verify the authentication and authorization of the NTP Server.

OEM shall plugin well known vulnerabilities, input validation vulnerabilities related to NTP
feature.

Self-Testing

The CPE shall support the detection mechanism for identification of failure of underlying
security mechanisms (such as software image integrity, runtime integrity, cryptographic
modules etc) used. The CPE to perform such self-tests periodically/at the time of booting, visual
indication on failure is a desirable feature.

Feature / Service Activation Policy

The CPE shall have factory default settings such that only the essential features / services and
ports required for main operational needs of CPE are only enabled. Optional features, added
services, futuristic service / applications are disabled by default. Such disabled services could
only be enabled after successful authentication and selection by ADMIN user.

Restricted reachability of services

The CPE shall restrict the reachability of services so that they can only be reached on interfaces
where their usage is required. OEM to map the essential services required to be accessed from
WAN side, LAN side to limit access to services only on need / functionality basis. For
Interfaces on which services are active, the reachability to be limited to legitimate
communication peers. One such Use-case scenario is to restrict web-management access of CPE
to only LAN ports and not to permit access on Wi-Fi, WAN side.

System Secure Execution Environment

No unused functions



Unused functions of the CPEs' software and hardware shall be deactivated.

During installation of software and hardware often functions will be activated that are not
required for operation or function of the system. If unused functions of software cannot be
deleted or de-installed individually, such functions shall be deactivated in the configuration of
the CPE in permanent manner.

Also hardware functions which are not required for operation or function of the system (e.g.
unused interfaces) shall be permanently deactivated. Permanently means that they shall not be
reactivated again after CPE reboot.

OEM to provide report in this regard, List of the used functions of the CPE's software and
hardware as given by the OEM shall match the list of used software and hardware functionsthat
are necessary for the operation of the CPE.

No unsupported components

The CPE shall not contain software and hardware components that are no longer supported by
their vendor, producer or developer, such as components that have reached end-of-life or end-
of-support. Excluded are components that have a special support contract. This contract shall
guarantee the correction of vulnerabilities over components' lifetime. OEM to provide report
and declaration to this effect.

No Known Vulnerabilities in System on Chip (SOC) solution

This test is applicable for such CPEs which have System on Chip solutions, where majority of
CPE functions are realized in a VLSI chip. OEM to provide self-test / third-party / Chip-vendor
test report indicating that the SOC is free from malware, known-vulnerabilities.

User Audit
Audit Event Generation

CPE to have capability to log important Security events. The audit logs may preferably be
stored in non-volatile memory. If applicable (for cyber-cafe, Public Data Office usage scenario)
provision for secure log export should exist and logs may capture unique System Reference
such as website address, IP Address, MAC address, hostname, login attempts etc.

Data Protection

Cryptographic Based Secure Communication



The communication security dimension ensures that information flows only between the
authorized end points (the information is not diverted or intercepted as it flows between these
end points). The data is protected against well know attacks related to Sniffing, Disclosure,
reconnaissance etc.,

The secure communication mechanisms between the CPE and connected entities shall use
industry standard protocols such as IPSEC, VPN, SSH, TLS/SSL, etc., and NIST specified
cryptographic algorithms with specific key sizes such as SHA, Diffie-Hellman, AES etc.

Cryptographic Based Secure Communication on Wi-FiAccess

The communication security dimension on WiFi access ensures that information flows only
between the authorized end points (the information is not diverted or intercepted as it flows
between these end points). The security mechanism to protect against well known attacks like
capture-decrypting, PIN detection, Key recovery, Key reinstallation attacks.

It shall support WPA2-PSK with AES as default standard. Other encryption options stronger
than WPA2 may be made available under configuration menu for user choice selection.

Cryptographic Algorithm selection for Wi-Fi Access

It shall support WPA2-PSK with AES-128 as default standard. Other internationally accepted
encryption standards stronger like AES-192 etc., may also be made available with user choice
selection. Weaker encryption options like WEP, WPS, TKIP etc., are not to be available for
selection / configuration.

Crypto-Key Protection Mechanism

The CPE to have protection mechanisms against access to keys in the CPE against Key
disclosure, reconnaissance, re-installation attacks, nonce-resets, Zeroizng blocks of key etc.

Protecting data and information - Confidential Systemlinternal Data

When CPE is not in debug (maintenance) mode, there shall be no system function that reveals
confidential system internal data in the clear to users and administrators. Such system functions
could be, for example, local or remote OAM CLI or GUI, error messages, logging messages,
alarms, configuration file exports etc. Confidential system internal data contains authentication
data (i.e. PINs, cryptographic keys, passwords, cookies) as well as system internal data that is
not required for systems administration and could be of advantage to attackers (i.e. stack traces
In error messages).

Protecting data and information in storage



For sensitive data in (persistent or temporary) storage read access rights shall be restricted. Files
of a system that are needed for the functionality shall be protected against manipulation.

Protection against Copy of Data

CPE shall have protection against creating a copy of data in use / data in transit. Protective
measures should eixit against use of available system functions / software residing in CPE to
create copy of data for illegal transmission. The software functions, components in the CPE for
creation of data copy are to be disabled or sufficiently secured to prevent illegal copy of data.

Protection against Data Exfiltration - Overt Channel

CPE shall have mechanisms to prevent data exfiltration attacks for theft of data in use / data in
transit. Establishment of outbound overt channels such as FTP, HTTP, HTTPS IM, P2P, Email
etc are to be forbidden if they are initiated by / originate from the CPE. Outbound-use of such
services are to be disabled in the CPE, if it is essential to have some of these services for
outbound-use (remote management etc.,), facility to exist for monitoring anomalous channels.

Protection against Data Exfiltration - Covert Channel

CPE shall have mechanisms to prevent data exfiltration attacks for theft of data in use / data in
transit. Establishment of outbound covert channels and tunnels such as DNS Tunnel, HTTPS
Tunnel,ICMP Tunnel, TLS, SSL, SSH, IPSEC VPN, RTP Encapsulation etc are to be forbidden
if they are initiated by / originate from the CPE. Outbound-use of such services are tobe
disabled in the CPE, if it is essential to have some of these services for outbound-use (remote
management etc.,), facility to exist for monitoring anomalous channels.

Network Services
Traffic Filtering - Network Level

The CPE shall provide a mechanism to filter incoming IP packets on any IP interface. It is
preferable to configure Access Control List (ACL) as default deny-all on WAN port, with
feature to enable the types of traffic permitted on user selection.

Attack Prevention Mechanism
Excessive Overload Protection

The CPE may provide security measures to deal with overload situations which may occur
during periods of increased traffic. In particular, partial or complete impairment of system
availability shall be avoided.

Filtering IP Options



IP packets with unnecessary options or extension headers shall not be processed. IP options and
extension headers (e.g. source routing) are only required in exceptional cases. So, all packets
with enabled IP options or extension headers shall be filtered. OEMs may refer to standards
such as RFC 6192, RFC 7126.

Vulnerability Testing Requirements

Fuzzing - Network and Application Level

The protocols supported by the CPE shall be robust when receiving unexpected or malformed
inputs. This requirement shall be applicable for both network level as well as application level
protocols supported by the equipment.

The purpose of vulnerability scanning is to ensure that there are no known vulnerabilities (or
that relevant vulnerabilities are identified and remediation plans in place to mitigate them) onthe
Network Product, both in the OS and in the applications installed, that can be detected by.

Port Scanning

It shall be ensured that on all network interfaces, only vendor documented/identified ports onthe
transport layer respond to requests from outside the system.

List of the identified open ports shall match the list of network services that are necessary forthe
operation of the CPE.

SSID Scanning

The CPE shall not disclose sensitive information, PIN details on SSID scan / attack techniques.
It needs to provide disguised feedback to users on unsuccessful attempts without revealing of
reason for failures. Option to hide / unhide SSID on user selection is an essential feature.



Indian Telecom Security Assurance RequirementsFor
IP Router

Security Assurance Standards (SAS),

National Center for Communications Security, BengaluruDepartment of Telecom,
Ministry of Communications Government of India

Access and Authorization
Management Protocols Mutual Authentication
Requirement:

The protocols used for the Network Product’s management shall support mutual
authentication mechanisms.

There is mutual authentication of entities for management interfaces on the networkproduct.
HTTPS with TLS 1.2, SNMP V3 Protocols are allowed

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.3.4.4.1]

Management Traffic Protection

Requirement:

(a) Usage of cryptographically protected network protocols is required. The transmission of data
with a need of protection shall use industry standard networkprotocols with sufficient security
measures and industry accepted algorithms. In particular, a protocol version without known
vulnerabilities or a secure alternative shall be used.Verify the mechanisms implemented to
protect data and information in transferto and from the Network Product's OAM interface



Role-Based access control
Requirement:

The network product shall support Role Based Access Control (RBAC). A role-based access
control system uses a set of controls which determines how users interact with domains and
resources. The domains could be Fault Management (FM), Performance Management (PM),
System Admin, etc. The RBAC system controls how users or groups of users are allowed
access to the various domains and what type of operation they can perform, i.e. the specific
operation command or command group (e.g. View, Modify, Execute).

The network product supports RBAC with minimum of 3 user roles , in particular, for OAM
privilege management for network product Management and Maintenance, including
authorization of the operation for configuration data and software via the network product
console interface

User Authentication — Local/Remote
Requirement:

The various user and machine accounts on a system shall be protected from misuse.To this
end, an authentication attribute is typically used, which, when combined with the user name,
enables unambiguous authentication and identification of the authorized user.

Authentication attributes include:
Cryptographic keys
Token

Passwords



This means that authentication based on a parameter that can be spoofed (e.g. phone numbers,
public IP addresses or VPN membership) is not permitted. Exceptions are attributes that cannot
be faked or spoofed by an attacker.

NOTE: Several of the above options can be combined (dual-factor authentication) to achieve a
higher level of security. Whether or not this is suitable and necessary depends on the protection
needs of the individual system and its data and is evaluated for individual cases.

Remote login restrictions for privileged users
Requirement:

Direct login as root or equivalent highest privileged user shall be limited to the systemconsole
only. Root user will not be allowed to login to the system remotely.

Authorization Policy
Requirement:

The authorizations for accounts and applications shall be reduced to the minimumrequired
for the tasks they have to perform.

Authorizations to a system shall be restricted to a level in which a user can only access data and
use functions that he needs in the course of his work. Suitable authorizations shall also be
assigned for access to files that are components of the operating systemor of applications or
that are generated by the same (e.g. configuration and logging files).

Alongside access to data, execution of applications and components shall also take place with
rights that are as low as possible. Applications should not be executed with administrator or
system rights.



Unambiguous identification of the user & group accountsremoval
Requirement:

Users shall be identified unambiguously by the Router . Router shall support assignment of
individual accounts per user, where a user could be a person, or, for Machine Accounts, an
application, or a system. Router shall not enable the use of group accounts or group
credentials, or sharing of the same account between several users, by default.

Authentication Attribute Management
Authentication Policy
Requirement:

The usage of a system function without successful authentication on basis of the user identity
and at least one authentication attribute (e.g. password, certificate) shall be prevented. System
functions comprise, for example network services (like SSH, SFTP, Web services), local access
via a management console, local usage of operatingsystem and applications.

This requirement shall also be applied to accounts that are only used for communicationbetween
systems. An exception to the authentication and authorization requirement are functions for
public use such as those for a Web server on the Internet, via which information is made
available to the public.

Authentication Support — External

Requirement:



External authentication mechanism if supported by Network product (support authentication,
authorisation and accounting server capabilities) should be throughsecure (encrypted)
communication channel.

Protection against brute force and dictionary attacks
Requirement:

If a password is used as an authentication attribute, a protection against brute force and
dictionary attacks that hinder password guessing shall be implemented. Brute force and
dictionary attacks aim to use automated guessing to ascertain passwords for user and machine
accounts. Various measures or a combination of these measures can be takento prevent this. The
most commonly used protection measures are: (i) Using the timer delay (this delay could be the
same or increased depending the operator's policy for each attempt) for each newly entered
password input following an incorrect entry (“tar pit").(ii)Blocking an account following a
specified number of incorrect attempts,.

However it has to be taken into account that this solution needs a process for unlockingand an
attacker can force this to deactivate accounts and make them unusable. (iii)Using CAPTCHA to
prevent automated attempts (often used for Web applications).

(iv) Using a password blacklist to prevent vulnerable passwords.

In order to achieve higher security, it is often meaningful to combine two or more of the
measures named here. Itis left to the vendor to select appropriate measures. Above
requirements shall be applicable for all passwords used (e.g. application-level, OS-level, etc.).
An exception to this requirement is machine accounts.

NOTE 1: Password management and blacklist configuration may be done in a separate node
that is different to the node under test, e.g. a SSO server or any other central credential manager.

Enforce Strong Password
Requirement:

(@) The setting by the vendor shall be such that a network product shall only accept
passwords that comply with the following complexity criteria:

Absolute minimum length of 8 characters (shorter lengths shall be rejected by the network
product). It shall not be possible setting this absolute minimum length to a lowervalue by
configuration.






Comprising at least three of the following categories:
at least 1 uppercase character (A-Z)

at least 1 lowercase character (a-z)

at least 1 digit (0-9)

at least 1 special character (e.g. @;!$.)

The minimum length of characters in the passwords and the set of allowable special characters
shall be configurable by the operator. The default minimum length is the value configured by
the vendor before any operator-specific configuration has been applied. The special characters
may be categorized in sets according to their Unicode category.

If a central system is used for user authentication password policy is performed on the central
system and additional assurance shall be provided that the central system enforces the same
password complexity rules as laid down for the local system in this subclause. If a central
system is not used for user authentication, the assurance on password complexity rules shall be
performed on the Network Product.

When a user is changing a password or entering a new password the system checks and ensures
that it meets the password requirements. Above requirements shall be applicable for all
passwords used (e.g. application-level, OS-level, etc.).

Inactive Session Timeout
Requirement:

An OAM user interactive session shall be terminated automatically after a specifiedperiod of
inactivity. It shall be possible to configure an inactivity time-out period.

NOTE: The kind of activity required to reset the timeout timer depends on the type of user
session.



Password Changes
Requirement:

If a password is used as an authentication attribute, then the system shall offer a function that
enables a user to change his password at any time. When an external centralized system for user
authentication is used it is possible to redirect or implement this function on this system.

Password change shall be enforced after initial login.

The system shall enforce password change based on password management policy. In
particular, the system shall enforce password expiry.

Previously used passwords shall not be allowed up to a certain number (Password History).
The number of disallowed previously used passwords shall be:

Configurable;

Greater than 0;

And its default value shall be 3. This means that the Network product shall storeat least the
three previously set passwords. The maximum number of passwords that the network product
can store for each user is up to the manufacturer.

When a password is about to expire a password expiry notification shall be provided to the user.
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level,
etc.). An exception to this requirement is machine accounts.

This requirement shall be met either by Network product itself or in combination withexternal
authentication system.

Protected Authentication feedback
Requirement:

(@) The Authentication attributes shall not be displayed in such a way that it could beseen
and misused by a casual local observer. Typically, the individual characters of



the password are replaced by a character such as "*". Under certain circumstancesit may be
permissible for an individual character to be displayed briefly during input. Such a function is
used, for ex ample, on smartphones to make input easier.However, the entire password is never
output to the display in plaintext.

Above requirements shall be applicable for all authentication attributes used(e.g. application-
level,0S-level, etc.). An exception to this requirement is machine accounts

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.4.3.4 ]

Removal of predefined or default authentication attributes

Requirement:

Predefined or default authentication attributes shall be deleted or disabled.

Normally, authentication attributes such as password or cryptographic keys will be
preconfigured from producer, vendor or developer of a system. Such authentication attributes
shall be changed by automatically forcing a user to change it on 1% time login to the system or
the vendor provides instructions on how to manually change it.

Software Security
Secure Update
Requirement:

Network product’s system software updates should be secure and shall be based on signed
certificates. Network product shall allow updates only if code signing certificate isvalid and
time not expired, the software update integrity shall be verified by hashing mechanism (like
SHA?2).



Note : TSP’s are responsible to ensure that Software updates/patches implemented aresecure
and safe from any vulnerability. TSP’s to maintain information about updates asper Licensing
agreement /amendment conditions . However if there is any patch/update/version change which
affects the security functionality then the details of the same should be reported to TTSC/DOT
by vendor /TSP’s

Secure Upgrade
Requirement:
Software package integrity shall be validated in the installation/upgrade stage.

Network product shall support software package integrity validation via cryptographic means,
e.g. digital signature. To this end, the network product has a list of public keysor certificates
of authorised software sources, and uses the keys to verify that the software update is originated
from only these sources.

Tampered software shall not be executed or installed if integrity check fails.

A security mechanism is required to guarantee that only authorized individuals can initiate and
deploy a software update, and modify the list mentioned in bullet 2

Source code security assurance
Requirement:

Vendor shall ensure the following while developing Network product’s OS /Application
Software

Industry standard best practices of secure coding during the entire software development life
cycle of the Network product Software,which includes vendor developed code, third party
software and open source code libraries used/embedded inthe Network product

The Network product software is free from known security vulnerabilities, security weaknesses
listed in the CWE database and all the exploitable security vulnerabilities listed in the latest
SANS Top 25 and OWASP Top 10

The binary file for Network product application is generated from the source code that is free
from all the stated coding security vulnerabilities stated in (ii) Vendor shall submit Software
Test Document ( STD) to lab for scrutiny



Known Malware Check
Requirement:

Vendor shall submit Software Test Document ( STD) of the network product proving that the
network product is free from known malware/spyware to lab for scrutiny

No unused software
Requirement:

Unused software components or parts of software which are not needed for operation or
functionality of the Network product shall not be installed or shall be deleted after installation.
This includes also parts of a software, which will be installed as examples but typically not be
used (e.g. default web pages, example databases, test data).

Unnecessary Service Removal
Requirement:

The Network product shall only run protocol handlers and services which are needed for its
operation, and which do not have any known security vulnerabilities. In particular, by default
the following services shall be initially configured to be disabled on the Network product by the
vendor.

FTP
TFTP

Telnet

rlogin, RCP, RSH
HTTP

SNMPv1 and v2



SSHv1

TCP/UDP Small Servers (Echo, Chargen, Discard and Daytime)
Finger

BOOTP server

Discovery protocols (CDP, LLDP)

IP Identification Service (Identd)

PAD

MOP

As an alternative to disabling the HTTP service, it is also possible for this service to remain
active for reasons of user friendliness. In this case, however, queries to the web service may not
be answered directly on this port but from a redirected to HTTPS service.

NOTE 2: Full documentation of required protocols and services of the Network productand
their purpose needs to be provided by the vendor as prerequisite for the test case.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.2.1]

Restricting System Boot Source

Requirement:

The network product can boot only from the memory devices intended for this purpose.

The network product can only boot from memory devices intended for this purpose (e.g.not
from external memory like USB key)

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.3.2]
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Secure Time Synchronization

Requirement:

Network Product shall provide reliable time and date information provided manually by itself or
through NTP server. Network product should generates audit logs for all changes to time
settings. Network product should support to configure authentication between itself and external
NTP server

Self Testing

Requirement:

Network product shall perform self-tests to identify failures in its security Mechanisms during
i)power on ii) when Administrator Instructs. (eg., integrity of thefirmware and software as well
as for the correct operation of cryptographic functions,etc.,)

Restricted reachability of services
Requirement:

The network product shall restrict the reachability of services so that they can only bereached
on interfaces where their usage is required. On interfaces were services areactive, the
reachability should be limited to legitimate communication peers. This limitation shall be
realized on the network product itself.



EXAMPLE: Administrative services (e.g. SSH, HTTPS, RDP) shall be restricted tointerfaces in
the management network to support separation of management traffic fromuser traffic.



Avoidance of Unspecified Wireless Access

Requirement:

An undertaking shall be given as follows: "The Network product does not contain any
wireless, optical, magnetic or any other component that may be used as a covert channel”

Note: Network product supporting standard wireless technologies would also need to be
tested for this requirement apart from wireless technology related tests.

(4)
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Procedure for Security Certification of Telecommunication Equipment

INTRODUCTION

The Indian Telegraph Rules, 1951, PART XI, Testing & Certification of Telegraph,
(Rule 528 to 537) provides that every Telecom equipment must undergo prior mandatory
testing and certification.

In this context, Department of Telecommunications has come out with a
“Communication Security Certification Scheme” vide document No.
NCCS/ComSec/01/30032020 for Security Certification of Telecom equipment.

This subordinate document gives the detailed procedure for security testing and
certification of Telecom equipment.

Any Original Equipment Manufacturer (OEM)/importer/dealer/Service Providers who
wishes to sell or import, or use any Telecom equipment in India, shall have to obtain
SecurityCertificate from National Centre for Communication Security (NCCS).

Certification process endeavors to ensure that Telecom equipment complies with the
essential country specific Telecom security standards and requirements namely the
Indian Telecom Security Assurance Requirements (ITSAR).

DEFINITIONS

All the definitions in the “Communication Security Certification Scheme” document
shall be applicable for this document.



‘ Authorized Indian representative (AIR)’ means a company or firm incorporated inlIndia,
which, in case of imported equipment, has been duly authorized by Foreign OEM tocarry
out all obligations required under MTCTE in respect of the imported equipment.

‘BoM’ means Bill of Material, and is a file containing details of all major modules/
components of the model being offered for testing. In case of application for certification
ofmultiple models, the BoM shall include such details of all models.

SCOPE OF CERTIFICATION

The scope of Security certification would cover all types of Telecom equipment to be
soldin India or to be connected to Indian Telecom network for which ITSAR is available

and in force.



The effective dates for certification becoming mandatory for different Telecom
equipmentshall be notified by the Government separately.

The use of certified equipment, unless specifically exempted, shall be governed by extant
guidelines and rules.

If the equipment is being imported for Research and Development or for demonstration
purpose in India or as a sample for mandatory testing, prior security certification may be
exempted for limited numbers of equipment.

Any uncertified equipment, which is not prohibited in India by any law, personally
accompanied on inward foreign travel to India for personal use, may be exempted from
mandatory testing and certification on self-declaration.

Security Testing under this scheme shall be done only in designated TSTLs. List of
Designated TSTLs and their scope of testing are available in MTCTE portal

GENERAL

Any OEM/importer/dealer/user of Telecom equipment must first ensure that the model
ofequipment he intends to sell or use is certified under this Scheme.

Certification needs to be obtained only once for one ‘model’ of equipment, and is
applicablefor any quantity of the certified model of the equipment. A different model of
the equipment needs separate certification.

The model with full configuration of hardware, interfaces and software is called the Main
model. Associated models for the purpose of Security certification are those models
which have identical software but having hardware which is a subset of the main model.
Associatedmodels of the telecom equipment shall be certified without testing.



Only complete-in-itself, standalone, independent equipment are tested and certified under
the scheme. Equipment modules/ components are not covered by the scheme. Further,
combinations of independent equipment made to form systems are not certified under
this scheme; instead, each independent equipment would need separate certification.

The Certificate shall be valid for five years from the date of issue.

NCCS may suspend/cancel the certificate, if it comes to the knowledge of NCCS of any
violation of the extant guidelines and rules.

NCCS may issue such directions to OEMs/importers/dealers/users consistent with the
Act, Rule or this procedure, as may be necessary, for smooth functioning of certification
process.

The security certification procedures, which are detailed in this document, are subject to
revision from time to time.



CERTIFICATION PROCESS

Security Certification process broadly consists of two parts; firstly, testing against
applicable ITSAR, and secondly evaluation of test results for ensuring conformance with
theserequirements. If equipment is found compliant with all applicable ITSAR, it will be
certified to that effect.

Any applicant seeking certification under this scheme may apply online on MTCTE
portal (https://www.mtcte.tec.gov.in).The applicant may provide relevant documents like
(i) CompanyRegistration (ii) Letter issued by company authorizing him for related
responsibilities. Additionally, in case of foreign OEMs, the applicant from Indian
company shall provide documents in support of (iii) MoU between foreign OEM and
Indian representative (AIR) for sale and support of the product in India, and (iv)
authorizing the AIR for MTCTE related responsibilities.

The documents shall be scrutinized and any shortcoming in documents shall be intimated
to the applicant. After rectification of shortcomings, applicant’s registration shall be
approved,after which he may submit application for testing/ certification.

Applicant shall select product to be certified, its variant details, available interfaces and
associated models’ information, if applicable, and shall upload Bill of Materials (BoM)
file on the portal. BoM for the purpose of security certification shall include Software
version of the Operating System, Database, Cryptography module and any other third
party/proprietary software used in the equipment apart from other hardware details. After
submission of his application the applicable ITSAR and the fee to be paid will be
intimated/shown to the Applicant.

After payment of applicable fee, the applicant has to get his equipment tested against
applicable ITSAR from any of the designated TSTL. TSTL is required to complete
testing within a period of 16 weeks which includes any time required by the applicant to
make good any non-compliance brought out during the testing.



NCCS may appoint a validator for technical oversight of the testing carried out in the
TSTL.

After completion of testing the TSTL shall upload the Test reports along with signature
of the tested equipment. Hard copy of the comprehensive test reports shall also be made
over to NCCS unit. The Test reports shall be evaluated for compliance against applicable
ITSAR by NCCS.

If equipment is found compliant with applicable ITSAR(S), a Certificate shall be issued
to the applicant, for the specific model of equipment.

The certificate will normally be issued within 4-8 weeks from the date of submission of
complete test results, depending upon complexity of equipment.

If ITSAR is amended and a new version of the ITSAR released, it will be applicable from
a prospective date indicated in the new version of ITSAR. Until that time, existing
ITSAR will be applicable.



Telecommunication Engineering Centre (TEC) or any other entity specified may be
contacted for clarifications pertaining to application process.

FEES PAYABLE

The Fees charged under the Scheme will consist of Security Test Report Evaluation Feeas
given below. This shall be payable over and above the fee prescribed by TEC as per
Schedule of fees given in the latest version TEC MTCTE document “Testing and
Certification Procedure”:

Group of equipment Security Test Report Evaluation
Fee
%

A and B 2,00,000

C 2,50,000

D 3,50,000

The Security Test Report Evaluation Fee given above shall also be applicable for
Certification modification involving security testing.

Renewal Fee is applicable, if application for renewal of certificate is made, and no
testingor report evaluation is involved. The amount of this fee is same as Administrative
fee, for the respective product group.

Fee for issue of temporary certificate will be same as renewal fee as prescribed under
para 6.3.



Fees for contravention will be levied as prescribed in the Indian Telegraph (Amendment)
Rules, 2017.

Testing Fee: Fees charged by TSTLs for conducting security testing shall be payable
directly to the TSTL without involvement of MTCTE portal.

All fees are non-refundable.

The fees are to be deposited during the application process on MTCTE portal. During
processing, the MTCTE portal will lead the user to the Non-Tax Revenue Portal (NTRP)
for online payment.

CERTIFICATE MODIFICATION

In the event of Software patch/ bug fix/ update, the certificate holder is responsible for
ascertaining the compliance of certified equipment, including deployed equipment, with
ITSAR



and apply for certificate modification. Whenever a patch/ bug fix/ update is released by
OEM, it may be permitted to be deployed with a temporary certificate. OEM will submit
the changedsignature along with all the internal test reports demonstrating to compliance
to all security requirements of applicable ITSAR along with an undertaking given in the
Annexure. The modified signature of the said model will be incorporated in a temporary
certificate with a validity period of upto one year from the date of release or for balance
period of initial certificatewhichever is earlier. Temporary certificate will be issued
within 7 working days of Application normally. Any subsequent request for modification
of temporary certificate will be allowed witha validity for balance period of that
certificate.

In the event of Software patch/ bug fix/ update affecting any Security Functionality,
recertification will be necessary subject to clause 7.3.

Modifications that can be differentiated as incremental change shall be permitted to
undergo incremental testing.

Any modification in the certified product without a valid certificate shall amount to use
of uncertified equipment and shall be dealt accordingly.

For renewal, a Certificate holder must apply online and pay the renewal fee at least one
month prior to expiry of the current certificate’s validity period.

A certificate shall be renewed only if there is no change in the ITSAR applicable to the
equipment, and there is no change in the equipment model.

After evaluation of the renewal application, a fresh certificate valid for another five years
shall be issued, indicating the previous certificate number thereon.

REVISION OF ITSAR



Technological developments, Country specific requirements, changes in international
standards or other regulatory requirements may entail revision of ITSAR.

A new version of ITSAR will generally be issued along with a prospective date of effect
indicated thereon.

The revision of ITSAR shall not generally affect the validity of certificate of already
certified Telecom Equipment till the notified date of effect of new version of the ITSAR
after which the equipment is to be certified against the new version of the ITSAR. The
new version of ITSAR will indicate, for the equipment certified against the earlier
version of ITSAR, whether the



equipment requires to undergo full or incremental testing for certification against the new
version of the ITSAR. Equipment for which applications are received after the notified
date ofeffect of revised ITSAR shall be required to be certified against revised ITSAR.
However, Government of India may direct the certificate holders to get specified models
re-tested.

SURVEILLANCE

Appropriate Authority (AA) reserves the right to inspect and/ or test any telegraph,
whichrequires mandatory certification at any time and at any premises including sites
where it is in use or at the place of manufacturing to ensure that the telegraph used/ sold
has required certifications and conforms to the ITSAR of existing certifications. Such
inspection and/or testing may be carried out periodically, or at the discretion of
Telegraph Authority or due to any complaint.

NCCS may call for re-testing/ re-evaluation of certified telecom equipment and charge
the relevant fee, should the need arise to check on the compliance of the equipment to the
ITSARs. These cases may be tested in Security Assurance Standards Facility of NCCS
or designated TSTLs as decided by the Scheme Controller on a case-by-case basis.
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Thong bao sua ddi

Kiém tra va chirng nhan bt buc ddi vai san pham Thiét bi vién thong giai doan 111 va
AV

Tham chiéu: S6 5 -2/2021 - TC/TEC/112 ngay 31/01/2021

Thong béo sira d6i mot phan cua vian ban nay duoc dé cap ngay 31/12/2022 (c6 tép dinh
kém)w.r.t viéc thir nghiém va chirng nhan thiét bi vién thong theo Giai doan 111 va Giai
doan IV cua ché 46 MTCTE, dugc quy dinh trong Quy tic Dién bao (Stra d6i) An Do



nam 2017, cac stra d6i/sira ddi sau day duoc thdng béo c6 hiéu luc ngay lap tic nhu duoc
dé cap dudi day.

Gia han ngay chting nhan bat budc ddi véi san pham Giai doan III va Giai doan 1V thém
muoi hai thang, tic la tir ngay 07/01/2023.

Ngay gia han cudi cuing chap nhan cac bao cao thir nghiém do cac phong thi nghiém
duogc céc bén ky két Hop tac Chirng nhan Phong thi nghiém Quéc té (ILAC) cong nhan
tir cac quédc gia chung khéng bién gigi gia han thém 12 thang d6i véi cac thdng sé k§
thuat, tac 13 tir ngay 30.06.2022 dén ngay 30.06.2023 ddi véi cac san pham ban dau do
ILAC dugc ngi long cho dén ngay 30.6.2022 nhu trén da dé cap dén ban stra doi ngay
30.01.2022.

Thong bao nay duoc ap dung cho tat ca cac san pham néu tai thdng bao ban hanh s 5-
2/2021-TC/TEC/112 ngay: 30/1/2022 ngoai trir c4c san pham néu trong thdng bao
Gazette ban hanh S.0 2372(E) ngay 24/ 05/2022. Ngoai ra, tat ca cac diéu kién, chi tiét
khéc néu tai thong bao 5-2/2021-TC/TEC/112 ngay: 31/01/2022 khong thay doi.

Vin dé nay duoc su chap thuan ciia Co quan c6 thAm quyén.

(2)
Y&u cau dam bao an ninh vién théng cia An Do ddi voi thiét bi CPE Wi-Fi

Tai liéu Yéu cau Pam bao An ninh Vién théng (ITSAR) ctia An D6 nay néu rd cac yéu
cau bao mat ddi véi Thiét bi duoc dit tai co s khach hang WiFi (CPE). CPE WiFi la
thiét bi duoc sir dung hoic trién khai tai co s¢ ctia khach hang trong mang vién thong dé
cung cap két ndi Internet cho ngudi ding.

CAc loai thiét bi ma ITSAR cd thé ap dung 1a Bo dinh tuyén WiFi, Modem WiFi, Modem
bang thong rong co thiét bi WiFi, Modem cap ¢ thiét bi WiFi, FTTH ONT c6 thiét bj
WiFi va Thé dir lieu WiFi cung cap thiét bi WiFi véi két ndi 2G / 3G / 4G phu tro

C4c yéu cau bao mat duoc tuan thu theo cac tiéu chuan quéc gia, qudc té va céc bién
phép bao mat tot nhat cho mang vién théng. TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0
|4 tai liéu tham khao ma ITSAR dugc mo hinh héa trén d6. Cac yéu cau bao mat dugc
nhom thanh 12 phan dya trén cac linh vuc phy, céc thiét bi WiFi CPE muén duoc chiing
nhan phai dap ang cac yéu cau bao mat dugc dé cap trong tai liéu nay.

Truy cap va uy quyén



Cach thic quan 1y xac thuc thuc thé da chiéu

CPE s& chi lién lac véi cac thyc thé quan 1y dugc xac thuc. Cac giao thire duoc st dung
dé quan ly CPE phai hd tro cac co ché xac thuc 1an nhau, tét nhat 1a véi cac sap xép khoa
chia sé trudc hodc bang cac co ché xac thuc 1An nhau cua thuc thé twong duong. Diéu
nay phai dugc xac minh cho tat ca cc giao thuc duoc st dung dé quan Iy CPE. (Tinh
ning nay s& duoc hd tro trén tit ca cac giao dién quan Iy WAN).

Quan ly bao vé mang ludi giao thong

Tat ca luu luong quan Iy phai duoc bao vé bang tinh toan ven va ma héa. Céc phién
khong dugc bao vé s& khong duoc chap nhan. Cac phuong thic truy cap tir xa c6 thé hd
tro ma hoa luu luong bang cac giao thirc nhu HTTPS, SSHv2 hoic ¢6 thé dya trén cac
giao thirc dudng ham thap hon (IPsec VPN, TLS VPN, v.v.).

Diéu khién truy cap dua trén co so vai tro

CPE s& hd tro kiém soét truy cap dya trén vai trd (RBAC) cung cap it nhat hai cip d6
truy cap hoic mién khac nhau dé dam bao rang cac ca nhan chi cé thé thuc hién céac hoat
déng ma ho duoc ay quyén. Hé thdng RBAC kiém soat cach ngudi dung dugc phép truy
cap vao cac mién khac nhau va loai hoat dong nao.

Xac thuc nguoi dung — Cuc bo/ Tur xa

Quyén truy cap cuc bo/tlr xa vao CPE cho muc dich c4u hinh va bao tri chi duoc cip cho
ngudi dung hoic may duoc x4c thuc sir dung it nhat mot thude tinh xac thuc. Thudc tinh
xéac thuc nay khi két hop véi tén ngudi dung s& cho phép xac thuc va nhan dang rd rang
nguoi dung duoc ty quyén. Khong c6 phuong phap nao ton tai dé cung cap cac cudc tan
cong bo qua xac thyc thanh cong dudi moi két hop giao dién/phuong thirc xac thyc.

Tiéu chuan quan ly tir xa

Céc co ché quan Iy tir xa dé CPE tuan thu day da céc tieu chuan quan Iy tir xa ma OEM
da chon thuc hién, vi du: TR-069 hoac bat ky tiéu chuan nao khac c6 lién quan, Cac co
ché d6 bao gébm xéc thuc 1an nhau cua thuc thé, mi hoa luu luong quan ly.

Tiéu chuan quan ly tir xa cho cac thiét bi duoc két ndi, cac tinh ning bé sung

Co ché quan ly tir xa cho céc thiét bi dugc két ndi véi CPE hoidc dé dinh ciu hinh cac
tinh niang bo sung ciia CPE nhu DDNS, UPnP, v.v., phai tuan thii c&c tiéu chuan méi
nhat tuong tmg duoc cong b tai thoi diém bat dau kiém tra bao mat. Cac tinh ning bo
sung nay phai duoc dinh cau hinh 12 bj tat trong cai dat mic dinh ctia nha san xuat, véi
diéu khoan cho phép ngudi ding bat cac tinh nang riéng 1¢ khi chon menu. Co ché nhu
vay bao gom xac thyc 1an nhau cua thyc thé, ma hoa luu lugng quan ly.



Nhan dang rd rang nguoi dung va nhom

CPE s& xac dinh rd rang tirng ngudi dung dang nhap. CPE sé& ¢6 thé chi dinh céc tai
khoan c& nhan cho mdi ngudi dung, trong d6 nguoi dung c6 thé 1a mot ngudi hoic ddi
véGi Tai khoan may, mot ang dung hodc mot hé thdng. D6 1a mot tinh ning mong mudn
dé dinh c4u hinh tén USERID ua thich ctia nguoi ding trong menu cau hinh thay vi ID
ngudi dung ADMIN duoc dinh cdu hinh truge. CPE s& khong cho phép CPE sir dung tai
khoan nhdm hoac théng tin xac thuc cua nhdm hoac chia sé cung mot tai khoan gitra
nhiéu nguoi dung.

Xac thyc va quan ly thuéc ngi
Chinh sach xac thuc

Viéc str dung cac chirc nang hé thong nhu dich vy mang (nhu SSH, SFTP, dich vy Web),
quyén truy cap quan ly, st dung cuc bd hé diéu hanh va tng dung chi dugc phép sau khi
Xac thuc thanh cong trén co sé danh tinh ngudi ding va it nhat mot thudc tinh xac thuc
(vi du: mat khau, ching chi).

Y&u cau nay ciing s& dugc ap dung cho céc tai khoan chi duoc sir dung dé lién lac gita
cac hé thong.

Ho6 tro xac thuc - Bén ngoai

Néu CPE hd tro xac thuc bén ngoai (dbi véi truong hop st dung Cyber-cafe), théng tin
xac thuc ngudi ding s& duoc bao vé va truyén dat an toan néu thong tin xac thuc duoc
quan ly bai may chu xac thuc bén ngoai.

B0 vé chdng lai sy tin cdng bao lrc va ngdn ngir

CPE phai c6 co ché cung cip kha ning bao vé chdng lai cac cudc tan cong tir dién va luc
lwong vii phu nham muc dich sir dung tinh ning doan thu cong/ty dong dé ldy mat khau
cho tai khoan nguoi dung va may.

CPE d¢é phat hién cac nd luc dang nhap khdng hop 1¢ lap di lap lai vao tai khoan bang
mat khau khong chinh xac trong mot khoang thoi gian ngan va n6 cé thé thuc hién it nhat
mot trong cac bién phap bao vé duoc sir dung pho bién nhat sau day

a) Tang d6 tré (vi dy: ting gap d6i) cho mdi lan nhap sai mat khau méi.

b) Chan mot tai khoan sau mot sb 1an thir sai nhat dinh (thuong la 5) trong mot khoang
thoi gian nhat dinh,

¢) Str dung CAPTCHA dé ngin chin cac nd lyc tu dong



Tinh ning nay s& dugc bat cho cac lan ding nhap CPE va cé4c lan xéc thuc khi truy cap
Wi-Fi théng qua SSID bang PSK.

Thuc hanh bao mat cao

CPE s& chi chap nhan mat khau tuan thu céc tiéu chi phuc tap sau:
a) Mat khéu,cc') d6 dai tdi thiéu 8 ky tu chi dugc phép theo mic dinh. do dai ngan hon s&
bi NE tir choi.

b) Bo dai mat khau toi thiéu - gia tri ti thicu mac dinh 1a 8 ky tu.
¢) Mat khau bao gom it nhat ba trong sb céc loai sau:

- it nhat 1 ky tu viét hoa (A-2)

- it nhat 1 ky tu chit thuong (a-2)

- it nhat 1 chit s6 (0-9)

- it nhit 1 ky tu dic biét (vi du: @:1$.)

CPE s& hd tro do dai truong mat khau toi thiéu 64 ky tu.

Tinh ning nay s& duoc bat cho ID ding nhap CPE ciing nhu khoa PSK duoc lién két véi
SSID dé truy cap Wi-Fi.

Hét phién thoi gian hoat dong

CPE sé€ giam sat cac phién khdng hoat dong cta nguoi dung dang nhap quan tri, nguoi
ding dir liéu trén mang LAN hoic WiFi va bat dau co ché khoa phién dua trén bo hen
gio ¢6 thé dinh cau hinh cua nguoi dung. Viéc mé khoa phién chi duoc phép bang cach
xac thuc. Néu khoang thoi gian khdng hoat dong tiép tuc kéo dai trong mét khoang thoi
gian xac dinh thi thoi gian cho cua Phién/ID nguoi dung phai xay ra sau khi khong hoat
dong nay. Cac gia tri bo hen gio ¢d thé duoc quan tri vién cau hinh theo yéu cau. Khi hét
thoi gian cho, tat ca thong tin hién thi trén ciing mot man hinh phai bi xda.

Co so thay d6i mat khau, cai dat lan dau / Khdi phuc cai dat géc

CPE sé thuc thi thay d6i tinh nang xac thuc (vi du: - mat khau) trén cau hinh cai dat dau
tién hoic Trén cac diéu kién khéi phuc cai dat goc. Néu mat khau duoc st dung 1am
thugc tinh xac thyc thi CPE s& cung cap chic ning tao diéu Kién cho ngudi dung thay doi
mat khau cua minh bat ky ldc ndo. Tuy nhién, CPE s& khoéng cho phép mat khau dugc sir
dung trude d6 dat dén mot con sé nhat dinh (Lich st mat khau).

Phan hdi vé bao vé xac thuc



Khi ngudi ding nhap mat khau vao bang diéu khién cuc bo, GUI quan Iy cuc bd hoic tir
xa, CPE s& dua ra phan hdi khd hiéu bang cach hién thi cac ky tu nhu “*”.

Loai b6 céac tinh nang xac thuc dugc xac dinh trudc hoac mic dinh

CPE c6 thé di kém véi cac thudc tinh xac thue duge xac dinh trudc (bdi nha cung cap,
nha phat trién hodc nha san xuit) nhu mat khau hoic khéa mat ma. CPE s& loai bo cac
thugc tinh xac thuc mic dinh/duge xac dinh trude khoi cdu hinh thoi gian chay cua no.
Cac thuoc tinh xac thuc duoc xac dinh trude nhu vay chi c6 thé duoc khdi phuc théng
qua khdi phuc cai dit goc, tt nhat 1a thong qua thao tac bang nat vat ly.

Luu trir mat khau & dang ma hoa

Mat khau ngudi ding phai duoc luu trit bang mat khau hoac ma hoa, dua trén co ché
bam manh duoc thiét ké dé sir dung vai mat khau (vi du: HMAC, PBKDF2, Argon2),
OEM c6 thé chon co ché bam cua riéng minh dé trién khai. Mat khau c6 thé khong duoc
lwu trir & dang van ban rd rang. Yéu cau nay khéng &p dung cho cac khoa chia sé truéc
phai dugc sir dung ¢ dang thd, chang han nhu khoa chia sé trudc IKE.

Phan mém bao vé

Cap nhat an toan

Qua trinh cap nhat phai xac minh tinh x4c thuc cta kho luu trir nguon va tinh toan ven
ctia ban va phan mém, tot nhat 1a sir dung Ching chi ki thuat sé dé xéac thuc va bam (vi
du: SHA2) dé dam bao tinh toan ven trudc khi cap nhat phan mém trong CPE. Co ché
cap nhat s& ngin chan viéc va phan mém bat hop phap.

Nang c4p an toan

CPE phai hd tro kiém tra tinh xac thuc va tinh toan ven trong khi thuc hién nang cap
phan mém. T4t nhat nén sir dung Chieng chi ki thuat s6 dé xac thuc va bam (vi du:
SHA2) dé dam bao tinh toan ven.

Pam bao an toan ma ngudn

M4 ngudn ctiia CPE (bang ngdn ngir l4p trinh cap cao) sé khong c6 cac 16 hong bao mat
da biét, cac diém yéu nghiém trong vé bao mat cao duoc liét ké trong co so dit lieu CWE
va tat ca céac 16 hong bao mat co thé khai thac dugc liét ké trong SANS Top 25 va
OWASP Top 10 mé&i nhat. OEM c6 thé cung cap Tai liéu Kiém thir Phan mém (STD) vé
van dé nay.

Kiém tra phan mém doc hai



Hé diéu hanh va cac ung dung duoc cai dat trong CPE s& khdng c6 bat ky phan mém doc
hai nao d biét. CPE phai hd trg co ché thuc hién kiém tra chéng phan mém doc hai.
OEM gtri tai liéu Kiém tra phan mém (STD) dé ching minh rang CPE khéng c6 Phan
mém doc hai trude do.

Khéng ton tai cac phan mém khong can thiét

Cac thanh phan phan mém khong sir dung hoic céc bd phan cua phan mém khdng can
thiét cho hoat dong hoic chuc ning cua CPE s& khong duoc cai dat hodc sé bi x6a sau
khi cai dat. Piéu nay ciing bao gdm c4c phan caa phan mém, sé duoc cai dat lam vi du
nhung thuong khong dugc str dung (vi du: céc trang web mic dinh, co s& dit lieu mau,
di liéu thir nghiém). OEM cung cap Tai liéu Kiém tra Phan mém (STD) vé van dé nay.

Loai bo dich vu khong can thiét

OEM cung cap danh sach cac dich vu thiét yéu va céac cong lién quan can thiét cho hoat
dong ctia CPE, danh sach céc dich vu ti vu dugc CPE hd trg va cac cong lién quan cua
chiing. CPE s& chi chay céc trinh xir Iy giao thirc va céc dich vu can thiét cho hoat dong
ctia n6 va khong co bat ky 16 hong bao mat nao da biét. Cu thé, theo mac dinh, cac dich
vy sau va cong cua ching sé& duoc nha cung cap cau hinh ban dau dé vé hiéu hoa trén
CPE.

- FTP

- TFTP

- Telnet

- rlogin, RCP, RSH

- HTTP

- SNMPv1 va v2

- SSHv1, HNAP

- TCP/UDP Small Servers (Echo, Chargen, Discard and Daytime)
- Finger

- BOOTP server

- Discovery protocols (CDP, LLDP)
- IP Identification Service (Identd)

- PAD



- MoOP
Pdng bo hoa an toan thoi gian

CPE phai hd tro tinh ning ddng b hoa thoi gian cho chire niang cbt 18i ciia n hoic cho
chtc nang dugc hd tro bd sung. Di voi cac CPE c6 tinh ning ddng bo héa thoi gian, no
s& hd tro tinh ning ddng bo hoa thoi gian an toan tét nhat bang cach st dung Giao thirc

thoi gian mang NTP.

DPong hd CPE phai duge ddng bo hda véi may chit NTP mot cach an toan. May khéach
CPE s& cd thé xac minh xac thyc va uy quyén cua May cha NTP.

OEM s& bo sung cac 16 hong da biét, 16 hong xac thuc dau vao lién quan dén tinh ning
NTP.

Tu kiém tra

CPE phai hd tro co ché phat hién dé xac dinh 15i cia céc co ché bao mat co ban (nhu tinh
toan ven hinh anh phan mém, tinh toan ven thoi gian chay, md-dun mat ma, v.v.) dugc
str dung. CPE thuc hién cac hoat dong ty kiém tra dinh ky/tai thoi diém khai dong, chi
bao truc quan vé 16i 1a mot tinh ning dang mong doi.

Chinh sach kich hoat tinh nang/dich vu

CPE phai cai dit mic dinh cua nha san xuat sao cho chi cac tinh nang/dich vu va cong
thiét yéu can thiét cho nhu ciu van hanh chinh cia CPE méi duoc bat. Tay chon tinh
ning, dich vu bd sung, dich vu/tng dung tuong lai bi tat theo mic dinh. Cac dich vu
duoc vO hiéu hda chi ¢ thé duoc bat sau khi ngudi ding ADMIN xéc thuc va lya chon
thanh cong.

Kha ning tiép can dich vy bi han ché

CPE s& han ché kha ning tiép can cua céc dich vy dé ching chi c6 thé tiép can duoc trén
cac giao dién noi viéc str dung chung dugc yéu cau. OEM Iap ban do céc dich vy thiét
yéu can dugc truy cap tir phia WAN, phia LAN dé han ché quyén truy cap vao cac dich
vu chi trén co s& nhu cau/chire nang. B4i vai cac Giao dién ¢6 dich vu dang hoat dong,
kha ning tiép can bi gioi han & céc giao tiép ngang hang hop phap. Mat kich ban Ca str
dung nhu vay 1a han ché quyén truy cap quan ly web cua CPE chi vao céc cong LAN va
khong cho phép truy cap trén Wi-Fi, phia WAN.

Moi trudng thyc thi hé thong an toan

Khéng c6 chirc nang khong str dung

Cac chirc niang khong sir dung ciia phan mém va phan cirng ctiia CPE sé& bi vo hiéu hoa.



Trong qué trinh cai dit phan mém va phan cing, cac chirc ning thudng sé duoc kich
hoat khéng can thiét cho hoat dong hoic chirc ning ctia hé théng. Néu khong thé xo6a
hodc g& cai dat riéng cac chirc ning khong sir dung caa phan mém thi cac chirc ning d6
s& bi vd hiéu hoa vinh vién trong cdu hinh cua CPE.

Ngoai ra, cac chirc ning phan cang khong can thiét cho hoat dong hoic chirc nang cua hé
thdng (vi du: cac giao dién khong duoc sir dung) s& bi vo hiéu hoa vinh vién. Vinh vién
c6 nghia la ching sé khong dugc Kich hoat lai sau khi khai dong lai CPE.

OEM cung cap béo céo vé van dé nay. Danh sach cac chic ning duoc st dung cua phan
mém va phan cing ctia CPE do OEM cung cap phai khap véi danh sach cac chire ning
phan mém va phan ctimg duoc sir dung can thiét cho hoat dong ciia CPE.

Khong co thanh phan khéng dugc hd trg

CPE khéng chtra cac thanh phan phan mém va phan ctimg khong con dugc nha cung cap,
nha san xuat hodc nha phat trién cua ho hd tro, chang han nhu cac thanh phan di hét
vong doi hoic hét hd tro. Khdng bao gom céc thanh phan ¢ hop dong hd trg dac biét.
Hop dong nay s& dam bao viéc khiac phuc cac 16 hong trong sudt vong doi ciia cac thanh
phan. OEM dé cung cip bao cao va tuyén bd vé hiéu tng nay.

Khong co 16 hong trong giai phap Hé thdng trén Chip (SOC)

Thir nghiém nay cé thé ap dung cho cac CPE c6 giai phap Hé thdng trén Chip, trong d6
phan 16n cac chice nang CPE duoc thyc hién trong chip VLSI. OEM cung cip béo céo
thir nghiém tu kiém tra/bén thir ba/nha cung cap chip cho biét rang SOC khéng c6 phan
mém doc hai, c4c 16 hong da biét.

Kiém tra nguoi ding
Kiém tra viéc tao su kién

CPE c6 kha ning ghi lai cac su kién Bao mat quan trong. Nhat ky kiém tra tot nhat c6 thé
dugc luu trir trong bo nhé 6n dinh. Néu co thé ap dung (d6i voi cyber-cafe, kich ban s
dung Vin phong Dir liéu Cong cong) thi phai ton tai diéu khoan vé xuat nhat ky an toan
va nhat ky c6 thé ghi lai Tham chiéu Hé théng duy nhat nhu dia chi trang web, Dia chi
IP, dia chi MAC, tén may chu, s6 lan dang nhap, v.v.

Bao toan dir liéu
Truyén thong an toan dua trén mat ma

Kich c& truyén thong bao mat dam bao rang théng tin chi truyén giita cac diém cudi
duoc ty quyén (thdng tin khdng bi chuyén huéng hoidc bi chan khi truyén gitra cac diém



cudi nay). Dit liéu duoc bao vé c6 kha nang chdng lai cac cudc tan cong ndi tiéng lién
quan dén Panh hoi, Tiét 19, trinh sat, v.v.,

Co ché lién lac an toan gitta CPE va céac thuc thé duoc két ndi s& sir dung cac giao thirc
tiéu chuan nganh nhu IPSEC, VPN, SSH, TLS/SSL, v.v. va c4c thuat toan ma hoa do
NIST chi dinh véi céac kich thudc khoa cu thé nhu SHA, Diffie-Hellman, AES, v.v.

Giao tiép an toan duwa trén mat ma khi truy cap Wi-Fi

Kich thuéc bao mat lién lac khi truy cap WiFi dam bao rang thong tin chi truyén giira
cac diém cubdi duoc uy quyén (thdng tin khdng bi chuyén hudng hoac bi chan khi truyén
giita cac diém cubi nay). Co ché bao mat dé bao vé chong lai cac cudc tin cong phd bién
nhu bat-giai ma, phét hién ma PIN, Khdi phuc khoa, tin cong cai dit lai khoa.

NG s& hd trg WPA2-PSK véi AES 1am tiéu chuan mic dinh. Cac tiy chon ma hoa khac
manh hon WPA2 c¢6 thé dugc cung cap trong menu ciu hinh dé nguoi dung lua chon.

Lya chon thuat toan ma hoa dé truy cap Wi-Fi

NG s& hd tro WPA2-PSK véi AES-128 lam tiéu chuan mic dinh. Céc tiéu chuan ma hoa
duoc quéc té chap nhan manh hon nhu AES-192, v.v., ciing ¢6 thé duoc cung cap theo
lya chon cua nguoi ding. Cac tly chon ma hoa yéu hon nhu WEP, WPS, TKIP, v.v., s&
khong c6 san dé lra chon / cau hinh.

Co ché bao vé khéa mat ma

CPE phai c6 céc co ché bao vé chong lai viéc truy cap vao céac khoa trong CPE chéng lai
viéc tiét 16 Khoa, trinh sét, tin cong cai dat lai, khéng dit lai, chan khda Zeroizng, v.v.

Bao vé dit liéu, thong tin — Hé théng bi mat caa dix liéu ndi bo

Khi CPE khéng & ché d6 g 161 (bao tri), s& khéng c6 chirc nang hé thong nao tiét 16 rd
rang dir liéu noi bo cua hé thong bi mat cho ngudi ding va quan tri vién. Cac chirc ning
hé théng nhu vay cd thé 13, vi du: OAM CLI hodc GUI cuc bo hoic tir xa, théng bao 15i,
théng bao ghi nhat ky, canh bao, xuat tép cu hinh, v.v. D liéu noi bo cua hé théng bi
mat ciing chtra di liéu xac thuc (vi du: md PIN, khéa mat md, mat khau, cookie) 1a di
licu ndi bo cua hé thong khdng can thiét cho viéc quan tri hé thong va c6 thé mang lai lgi
ich cho nhitng ké tan cdng (ttrc 1a ngan xép diu vét trong théng bao 15i).

Bao v¢ dir li¢u va kho luu trir thong tin

Péi vai dit liéu nhay cam trong bo Tuu trix (lién tuc hoac tam thoi), quyén truy cap doc sé
bi han ché. Céc tap tin cua hé thong can thiét cho chirc ning phai duoc bao vé khoi sy
thao tung.



B4o vé chdng sao chép dit liéu

CPE phai c6 bién phap bao vé chéng lai viéc tao ban sao dit liéu dang dwogc sir dung/dix
liéu dang truyén. Céc bién phap bao vé nén ngin chin viéc str dung cac chire ning/phan
mém hé théng cé san trong CPE dé tao ban sao dit liéu nham muc dich truyén tai bat hop
phap. C4c chirc ning, thanh phan phan mém trong CPE d¢ tao ban sao dir liéu phai bi v
hiéu hda hodc dugc bao mat day du dé ngin chan viéc sao chép dix liéu bat hop phép.

Bao vé chdng ro ri dir liéu - Kénh cong khai

CPE phai c6 co ché ngin chan cac cudc tan cong lay cip dir liéu nham danh cap dit liéu
dang str dung/dix liéu dang truyén. Viéc thiét 1ap cac kénh cong khai giri di nhu FTP,
HTTP, HTTPS IM, P2P, Email, v.v. déu bi cdm néu chung duoc khoi xudng/bat ngudn
tir CPE. Viéc st dung ra bén ngoai cac dich vu nhu vay s& bi vo hiéu hda trong CPE, néu
diéu can thiét 1a phai c6 mot sé dich vu nay dé st dung ra bén ngoai (quan Iy tir xa, v.v.),
thi phai ton tai co s& dé giam sat cac kénh bat thuong.

Bao vé chong danh cap dit liéu - Kénh bi mat

CPE phai c6 co ché ngin chin c4c cudc tan cong lay cip dir liéu nham danh cap dit liéu
dang str dung/dix liéu dang truyén. Viéc thiét lap cac kénh va duong ham bi mat gui di
nhu Puong ham DNS, Puong ham HTTPS, Puong ham ICMP, TLS, SSL, SSH, IPSEC
VPN, Pong goi RTP, v.v. déu bi cAm néu chung duogc khoi tao bai/bat nguon tir CPE.
Viéc sir dung ra bén ngoai céc dich vu nhu vay sé& bi v hiéu hda trong CPE, néu diéu
can thiét la phai c6 mot sb dich vu nay dé sir dung ra bén ngoai (quan ly tir xa, v.v.), thi
phai ton tai co s dé giam sat cac kénh bat thuong.

Dich vu mang
Loc Iuu lugng - Cap do mang

CPE s& cung cap co ché loc cac goi IP dén trén bat ky giao dién IP nao. Tét nhat nén
dinh cdu hinh Danh sach diéu khién truy cap (ACL) lam tir chdi tat ca mac dinh trén
cong WAN, voi tinh nang cho phép cac loai luu lugng dugc phép theo lya chon cua
nguoi dung.

Co ché ngan tan cong
Bao vé cé4c tinh hudng qué tai

CPE c6 thé cung cap cac bién phap an ninh dé giai quyét cac tinh hudng qua tai cé thé
xay ra trong thoi gian luu lugng truy cap ting. Dac biét, phai tranh su suy giam mot phan
hoic toan bo tinh kha dung caa hé théng.



Tuy chon IP

Cac goi IP c6 cac tly chon hoic tiéu dé ma rong khong can thiét sé khong dugc xir 1y.
Tuy chon IP va tiéu d& mé rong (vi du: dinh tuyén ngudn) chi duoc yéu cau trong céc
truong hop dic biét. Vi vay, tat ca cac goi co tly chon IP hoic tiéu dé mo rong duoc bat
s& duoc loc. OEM c6 thé tham khao cac tieu chuan nhu RFC 6192, RFC 7126.

Yéu cau kiém tra 16 hong

Kiém tra 16i - Cap d6 mang va (ng dung

Cac hinh thirc dugc CPE hd tro phai manh khi nhan duoc dau vao khdng mong mudn

hodc khong dung dinh dang. Yéu cau nay phai dugc ap dung cho ca giao thic cap do
mang ciing nhu cap do tng dung duoc thiét bi hd tro.

Cong quét

Phai dam bao rang trén tat ca cac giao dién mang, chi cac cong dugc nha cung cap ghi
lai/xac dinh trén I6p van chuyén méi dap tng cac yéu cau tu bén ngoai hé thong.

Danh sach céc cong ma duoc xac dinh phai khép véi danh sach céac dich vu mang can
thiét cho hoat dong cua CPE.

Quét SSID

CPE khong duoc tiét 16 thdng tin nhay cam, chi tiét ma PIN vé ki thuat quét/tan cong
SSID. N6 can cung cap phan hoi duoc nguy trang cho nguoi ding vé nhing 1an thi
khong thanh cong ma khong tiét 16 1y do that bai. Tly chon an/hién SSID theo lya chon
ctia ngudi ding 12 mot tinh ning can thiét.

(vi du QUAN TRONG, CHINH, NHO), loai két qua (vi du: THANH CONG, THAT
BAI).



(3)

Y&u cau dam bao an ninh vién théng An Do cho

Bo dinh tuyén IP

Tiéu chuan ¢am bao an ninh (SAS),

Trung tam An ninh Truyén thong Quédc gia, Cuc Vién thong Bengaluru, Bo Truyén
thong Chinh phi An B

Truy cap va iy quyén

Giao thirc quan ly Xac thuc 1an nhau



Yé&u cau:

Céc giao thirc dugc sir dung dé quan ly San pham Mang phai hd trg cac co ché xéac thuc
lan nhau.

C6 su xac thuc Ian nhau cua cac thuc thé cho céc giao dién quan Iy trén san pham mang.
Cho phép HTTPS véi TLS 1.2, Giao thac SNMP V3

Quan ly bao vé

Yéu cau:

Can phai st dung cac giao thitc mang duoc bao vé bang mat ma. Viéc truyén dit liéu can
duoc bao vé phai str dung cé4c giao thac mang tiéu chuan cua nganh vai day du céac bién
phap bao mat va thuat toan dugc nganh chap nhan. Cu thé 1a phai st dung phién ban giao
thire khdng c6 16 hong bao mat hoac giai phap thay thé an toan. X4c minh cac co ché
duoc trién khai dé bao vé dir liéu va théng tin khi truyén dén va di tir giao dién OAM cua
San pham Mang.

Diéu khién truy cap dya trén co so vai tro (diéu khién va dam bao quyén cho ngudi st
dung)

Y&u cau:

San pham mang phai hd tro Kiém soat truy cap dya trén vai trd (RBAC). Hé théng kiém
soat truy cap dua trén vai trd sa dung mot bo diéu khién xac dinh cach nguoi ding tuong
tac vai mién va tai nguy@n. Cac mién c6 thé la Quan ly 15i (FM), Quan ly hiéu suat (PM),
Quan tri hé thong, v.v. Hé thong RBAC kiém soat cach nguoi ding hodc nhém ngudi
dung duogc phép truy cap vao cac mién khac nhau va loai hoat dong nao ho c6 thé thuc
hién, tac 1a cu thé 1énh hoat dong hodc nhém Iénh (vi du: Xem, Stra dbi, Thuc thi).

San pham mang hd trg RBAC vai ti thiéu 3 vai tro ngudi dung, dac biét 1a quan 1y dac
quyén OAM dé Quan ly va bao tri san pham mang, bao gém tty quyén hoat dong cho dix
lieu cau hinh va phan mém thong qua giao dién bang diéu khién san pham mang

Xé&c thwe nguwoi dung ( Cuc b/ Twr xa )

Yéu cau:

Céc tai khoan ngudi ding va may khac nhau trén hé thong phai duoc bao vé khoi viéc
lam dyung. Dé dat dugc muc dich nay, thudc tinh xac thyuc thudng duoc st dung, khi két
hop vai tén nguoi dung, s€ cho phép xac thuc va nhan dang rd rang nguoi dung dugc uy
quyén.

Céc thugc tinh xac thuc bao gom:



- Kh6éa mat ma

- Ma théng béo

- Mat khau

Han ché diang nhap tir xa ddi véi ngwoi dung c6 dic quyén

Dang nhap truc tiép vai quyén root hoic ngudi dung co dic quyén cao nhit trong duong
s& chi dwoc gidi han trong bang diéu khién hé thong. Nguoi dung root s& khong duoc
phép dang nhap vao hé thong tir xa.

Chinh sach ay quyén
Yéu cau:

Viéc uy quyén cho céc tai khoan va tng dung sé& duoc giam xudng mac téi thiéu can
thiét cho cac nhiém vu ma ching phai thuc hién.

Viéc uy quyén cho mot hé thong s& bi gidi han & mirc do ma ngudi dung chi co thé truy
cap dix liéu va st dung cc chiic ning ma minh can trong qua trinh 1am viéc cia minh.
Cac ay quyén phl hop ciling phai duoc chi dinh dé truy cap vao céc tép 1a thanh phan cua
hé diéu hanh hoac cua cac ung dung hoic dugc tao ra boi cing mot hé diéu hanh (vi du:
tép cau hinh va tép nhat ky).

Bén canh viéc truy cap dix liéu, viéc thuc thi cac tng dung va thanh phan ciing phai duoc
thue hién véi cac quyén & mic thap nhat c6 thé. Céc tng dung khong nén duoc thuc thi
V61 quyén quan tri vién hoic hé théng.

Nhan dang viéc x0a tai khoan nguoi dung

Y&u cau:

Nguoi ding s& duoc Bo dinh tuyén xac dinh rd rang. Bo dinh tuyén s& hd tro viéc chi
dinh cac tai khoan c& nhan cho mdi nguoi dung, trong dé nguoi dung cé thé 1a mot nguoi
hodc dbi véi Tai khoan may, mét tng dung hoiac mot hé théng. Theo mic dinh, bo dinh
tuyén s& khong cho phép sir dung tai khoan nhdm hoic thong tin dang nhap nhém hoac
chia sé cing mot tai khoan giita nhiéu ngudi ding.

Quan ly thugc tinh xac thuc

Chinh sach xac thyuc

Y&u cau:



Viéc str dung chirc nang hé thong ma khong xac thuc thanh cong trén co sé nhan dang
ngudi ding va it nhat moét thude tinh xac thuc (vi du: mat khau, chang chi) sé bi ngan

chin. Cac chtic nang hé théng bao gém, vi du nhu cac dich vu mang (nhu SSH, SFTP,
dich vu Web), quyén truy cap cuc bo thdng qua bang diéu khién quan ly, cach st dung
cuc bo hé diéu hanh va ang dung.

Yéu cau nay ciing s& duoc ap dung cho céc tai khoan chi duogc sir dung dé lién lac giira
cac hé théng. Mot ngoai 1é d6i vai yéu cau xac thuc va ay quyén la cac chice nang danh
cho muc dich sir dung cong cong, chang han nhu cac chirc nang danh cho may cha Web
trén Internet, qua d6 thong tin dugc cung cap cho cong ching.

Hb tro xac thuc

Yéu cau:

Co ché xac thyc bén ngodi néu duoc san pham Mang hd trg (hd tro kha ning xéac thuc,
y quyén va may chi ké toan) phai thong qua kénh lién lac an toan (dugc ma hoa).

Bao vé khéi su tan cong bén ngoai

Yéu cau:

Néu mat khau duoc sir dung 1am thudc tinh xac thuc thi phai trién khai bién phép bao vé
chéng lai cac cudc tan cong tir dién va vii luc gay can tro viée doan mat khau. Cac cudc
tan cong tir dién va bao lyc nham muc dich sir dung tinh ning doan tu dong dé xac dinh
mat khau cho tai khoan ngudi ding va may. C6 thé thuc hién nhiéu bién phap khac nhau
hoidc két hop cac bién phép nay dé ngan chin diéu nay. Cac bién phap bao vé duoc st
dung phd bién nhat 1a:

(i) Str dung do tré hen gio (46 tré ndy c6 thé bang hoic ting 1én tuy thudc vao chinh sach
ctia nha diéu hanh cho mdi 1an tha) cho mdi lan nhap mat khau mai nhap sau khi nhap
sai ("tar pit").

(ii) Chan tai khoan sau mot sé lan thir sai nhat dinh.

Tuy nhién, phai luu y rang giai phap nay can mot quy trinh mé khoa va ké tan cong co
thé budc diéu nay vo hiéu hda céc tai khoan va khién ching khong thé sir dung dugc.

(iii) Str dung CAPTCHA dé ngan chan cac nd luc ty dong (thuong duoc st dung cho cac
ung dung Web).

(iv) Str dung danh sach den mat khau dé ngan chan cac mat khau dé bi tan cong.

Thuec thi mat khau manh



Yéu cau:

(a) Cai dit cua nha cung cap phai sao cho san pham mang chi chap nhan mat khau tuan
thu céc tiéu chi phuc tap sau:

(i) bo daiqtéi thiéu tuyét déiﬁ 1.8 ky tu (do dai ngin hon sé& bi san pham mang tir chéi).
Khoéng thé dat do dai toi thieu tuyét doi nay thanh gié tri thap hon theo cau hinh.

(i) Gom it nhat ba trong sé cac loai sau:

- it nhat 1 Ky tu viét hoa (A-2)

- it nhat 1 ky tu chit thuong (a-2)

- it nhat 1 chit s6 (0-9)

- it nhéit 1 ky tu dac biét (vi du: @:1$.)

Do dai toi thiéu cua cac ky tu trong mat khau va tap hop céc ky tu dac biét duoc phép sé
do ngudi van hanh cau hinh. Do dai toi thieu mic dinh 1a gia tri duoc nha cung cap dinh
cau hinh trugc khi ap dung bat ky cAu hinh danh riéng cho nha diéu hanh nao. Cac ky tu
dac biét c6 thé dugc phan loai theo bo theo danh muc Unicode cua ching.

Néu hé thdng trung tam duoc st dung dé thuc hién chinh sach mat khau xéac thuc nguoi
ding trén hé thdng trung tam thi phai cung cap thém sy dam bao rang hé thong trung tam
thue thi cac quy tic vé do phuc tap cua mat khau gidng nhu duoc dat ra cho hé thong cuc
bo trong diéu khoan nay. Néu hé théng trung tim khong dugc sir dung dé xac thuc nguoi
diing thi viéc dam bao céc quy tic vé do phac tap ciia mat khau s& dugc thyuc hién trén
San pham Mang.

Khi nguoi dung thay doi mat khau hodc nhap mat khau mai, hé thong s& kiém tra va dam
bao rang mat khau d6 dap ung cac yéu cau vé mat khau. C4c yéu cau trén sé duoc ap
dung cho tat ca mat khau duoc st dung (vi du: cap ng dung, cap hé diéu hanh, v.v.).

Hét thoi gian phién khdng hoat déng

Y&u cau:

(a) Phién tuong tac ctia ngudi dung OAM s& tu dong bi cham dut sau mot khoang thoi
gian khdng hoat dong duoc chi dinh. C6 thé dinh cau hinh khoang thoi gian cho khong
hoat dong.

LUU Y: Loai hoat dong can thiét dé dat lai bo hen gio hét thoi gian cho tly thudc vao
loai phién cua ngudi dung.

Thay d6i mat khau



Yé&u cau:

Néu mat khau duoc str dung 1am thudc tinh xéac thuc thi hé thong s& cung cap chirc ning
cho phép ngudi dung thay doi mat khau caa minh bat ky ltc nao. Khi str dung hé thong
tap trung bén ngoai dé xac thuc ngudi dung, ¢ thé chuyén hudng hoic trién khai chic
ning nay trén hé thong nay.

Viéc thay doi mat khau s& duoc thuc thi sau lan dang nhap dau tién.

Hé thong s& thuc thi viéc thay doi mat khau dua trén chinh sach quan ly mat khau. Pac
biét, hé théng sé& thuc thi hét han mat khau.

Mat khau da str dung trude day khong duoc phép dat téi mot con sé nhat dinh (Lich st
mat khau).

S6 lwong mat khau khong dugc phép st dung trude day sé la:
« C6 thé cau hinh;
* Lon hon 0;

« Va gia tri mic dinh cta n6 sé& 1a 3. Piéu nay c6 nghia 1a san pham Mang s& luu trix it
nhat ba mat khau da dat trude d6. So lugng mat khau toi da ma san pham mang cé thé
Itru trir cho mdi ngudi ding tly thudc vao nha san xuat.

Khi mat khau sap hét han, nguoi ding s& nhan duoc théng bao hét han mat khau. Cac
y&u cau trén s& duogc ap dung cho tat ca mat khau duoc st dung (vi du: cap @ng dung,
cap hé diéu hanh, v.v.). Mot ngoai & cho yéu cau nay la tai khoan may.

Yéu cau nay phai duoc dap ang bai chinh san pham Mang hoac két hop véi hé thong xac
thuc bén ngoai.

Phan hdi xac thwe dwoc bao vé
Y&u cau:

(a) Cac thudc tinh Xac thuc s& khong duoc hién thi theo cach ma ngudi quan sét cuc bo
binh thuong c6 thé nhin thay va sir dung sai. Thong thuong, cac nhan vat riéng ¢ cua
mat khau duoc thay thé bang mot ky ty nhu "*". Trong mot s6 truong hop nhat dinh, c6
thé cho phép hién thi ngan gon mét ky tu riéng lé trong quéa trinh nhap. Vi dy, chic ning
nhu vay duoc st dung trén dién thoai thong minh dé gilp viéc nhap liéu dé dang hon.
Tuy nhién, toan bo mat khau khéng bao gio duoc xuat ra man hinh dudi dang vin ban
goc.

CAc y&u cau trén s& duogc ap dung cho tat ca cac thugc tinh xac thuc duoc st dung (vi du:
cap ung dung, cap hé diéu hanh, v.v.).



Loai bo cac thuoc tinh xac thuc miac dinh hodc xac thuc duge xac dinh truée
Yéu cau:
Cac thuoc tinh xac thuc mac dinh hoac dugce xac dinh trudce sé bi xéa hoac vé hiéu hoa.

Thong thudng, cac thudc tinh xac thue nhu mat khau hodc khéa mat ma sé duoc cau hinh
san tir nha san xut, nha cung cap hoic nha phat trién hé théng. Céc thudc tinh xac thuc
nhu vay s& dugc thay doi bang cach tu dong budc ngudi dung thay doi khi dang nhap lan
dau vao hé thong hozc nha cung cap cung cap hudng dan cach thay doi tha cong.

Bao mat phan mém

Cap nhat

Yéu cau:

Cac ban cap nhat phan mém hé thong cua san pham mang phai an toan va phai dya trén
cac ching chi da ky. San pham mang chi cho phép cap nhat néu chiing chi ky ma hop 1é
va thoi gian chua hét han, tinh toan ven cua ban cap nhat phan mém phai duoc xac minh
bang co ché bam (nhu SHA?2).

Nang cap an toan

Yéu cau:

(i) Tinh toan ven cua géi phan mém phai dugc xac nhan trong giai doan cai dat/nang cap.
(i) San pham mang phai hd tro xac thyc tinh toan ven cua géi phan mém théng qua céac
phuong tién mat ma, vi du: chit ky sb. Dé dat dugc muc dich nay, san pham mang c6
danh séch khoa cong khai hoac ching chi caa cac ngudn phan mém dugc ay quyén va sir
dung khoa dé xac minh rang ban cap nhat phan mém chi bat ngudn tir nhitng nguén nay.
(iii) Phan mém gia mao s& khong duoc thuc thi hoic cai dat néu qué trinh kiém tra tinh
toan ven khdng thanh céng.

(iv) Can c6 co ché bao mat dé dam bao rang chi nhitng ca nhan duoc Gy quyén méi co
thé bat dau va trién khai ban cap nhat phan mém ciing nhu sira d6i danh sach duoc dé
cap trong muc 2

Pam bao an toan ma nguén

Y&u cau:

Nha cung cap phai dam bao nhitng diéu sau khi phat trién Hé diéu hanh/Phan mém tng
dung cua san pham Mang



(i) Cac bién phap thuc hanh tét nhat theo tiéu chuan nganh vé ma héa an toan trong toan
bo vong doi phat trién phan mém cua Phan mém san pham Mang, bao gdom méa do nha
cung cap phat trién, phan mém cua bén thir ba va cac thu vién ma nguén mé duoc st
dung/nhing trong san pham Mang

(i) Phan mém san pham Mang khéng cé céc 16 hdng bao mat da biét, cac diém yéu bao
mat duoc liét ké trong co s& dir lisu CWE va tat ca cac 16 hdng bao mat c6 thé khai thac
duoc liét ké trong SANS Top 25 va OWASP Top 10 méi nhat

(iii) Tép nhi phan cho ung dung san pham Mang duoc tao tir ma ngudn khong co tat ca
cac 16 hong bao mat ma hoa da néu

Kiém tra phan mém doc hai
Yéu cau:

Nha cung cap phai giri Tai liéu Kiém tra Phan mém (STD) ctia san pham mang dé chtng
minh rang san pham mang khong c6 phan mém doc hai/phan mém gian diép da biét cho
phong thi nghiém dé giam sét

Phan mém khéng duoc st dung
Yéu cau:

Cac thanh phan phan mém khdng sir dung hoic cac bd phan cua phan mém khdng can
thiét cho hoat dong hoac chirc niang cua san pham Mang s& khong duoc cai dit hoic sé bi
x0a sau khi cai dat. Piéu nay ciing bao gdm céc phan cua phan mém, sé duoc cai dat lam
Vi du nhung thuong khong dugc su dung (vi du: cac trang web mac dinh, co so dir liéu
mau, dir liéu thir nghiém).

Loai bo dich vy khéng can thiét
Yéu cau:

San pham Mang sé& chi chay cac trinh xir ly giao thirc va céc dich vu can thiét cho hoat
dong cua n6 va khdng co bat ky 16 hong bao mat nao da biét. Cu thé, theo mic dinh, cac
dich vu sau day ban dau sé dugc nha cung cap cu hinh dé vo hiéu hda trén san pham
Mang.

-FTP

-TFTP

- Telnet

- bang nhap, RCP, RSH



-HTTP

- SNMPv1 va v2

- SSHv1

- May chu nho TCP/UDP (Echo, Chargeen, Discard va Daytime
- May chu BOOTP

- Giao thirc kham pha (CDP, LLDP)

- Dich vu nhan dang IP (Identd)

Nguon hé thong

Yéu cau

San pham mang chi c6 thé khai dong tir cac thiét bi bo nhé danh cho muc dich nay (vi
du: khong phai tir bo nhé ngoai nhu khoa USB)

Pong bo hoa thoi gian
Yéu cau:

San pham Mang phai cung cap théng tin ngay gid dang tin cay do chinh San pham Mang
cung cap hoic thdng qua may chi NTP. San pham mang sé tao nhat ky kiém tra cho tat
ca cac thay doi ddi véi cai dat thoi gian. San pham mang phai hd tro dinh cau hinh xéac
thuc gitra chinh né va may chu NTP bén ngoai

Tu kiém tra
Yéu cau

San pham mang phai thuc hién tu kiém tra dé xac dinh cac 16i trong Co ché bao mat cua
nd trong qua trinh i)bat nguon ii) khi Quan tri vién huéng dan. (vi du: tinh toan ven cua
phan sun va phan mém cling nhu hoat dong chinh xac cia cac chic nang ma hoa, v.v.)

Kha ning tiép can dich vy bi han ché
Yéu cau:

San pham mang phai han ché kha nang tiép can cua cac dich vu dé chi cé thé tiép can
chiing trén cac giao dién yéu cau sir dung chidng. Trén céc giao dién la cac dich vu dang
hoat dong, kha niang tiép can phai dugc giéi han & cac giao tiép ngang hang hop phap.
Han ché nay s& dugc hién thuc hoa trén chinh san pham mang.



VI DU: Céac dich vu quan tri (vi du: SSH, HTTPS, RDP) s& bi han ché ¢ c4c giao dién
trong mang quan 1y dé hd tro tach biét luu lugng quan ly khoi Iuu luong nguoi dung.

Truy cap khéng day

Yéu cau

Cam két s& duoc dua ra nhu sau: "San pham Mang khong chira bat ky thanh phan khéng
day, quang hoc, tir tinh hoic bat ky thanh phan nao khac c6 thé duoc sir dung 1am kénh
bi mat"

Luu y: Ngoai cac thir nghiém lién quan dén cong nghé khong day, san pham mang hd tro
cac cong nghé khong day tiéu chuan ciing can phai duoc kiém tra theo yéu cau nay.



4)
CHUNG NHAN AN NINH VIEN THONG
Doc. No.: NCCS/SC/01/30032020

GIOI THIEU

Quy tic Bién b4do An Do, 1951, PHAN XI, Kiém tra & Chung nhan Dién béo, (Quy tic
528 dén 537) quy dinh rang moi thiét bi Vién théng déu phai trai qua qua trinh kiém tra
va chang nhan bat budc trudce do.

Trong bi canh d6, Cuc Vién thong da ban hanh tai liéu vide “Chuong trinh ching nhan
an ninh truyén théng” s6 NCCS/ComSec/01/30032020 vé Chiring nhan bao mat cho thiét
bi vién thong.

Tai liéu cap dudi ndy dua ra quy trinh chi tiét dé kiém tra bao mat va ching nhan thiét bj
Vién thong.

Bat ky Nha san xuat thiét bi goc (OEM)/nha nhap khau/dai Iy/Nha cung cap dich vu nao
mubn béan, nhap khau hoac sir dung bat ky thiét bi Vién théng nao & An Do déu phai co
Chting chi bao mat tir Trung tdm An ninh Truyén théng Quéc gia (NCCS).

Qua trinh chirng nhan nd lyc dam bao rang thiét bi Vién théng tuan tha cac tiéu chuan va
y&u cau bao mat Vién théng thiét yéu cua ting quéc gia, cu thé 12 Yéu ciu Pam bao An
ninh Vién thong An Do (ITSAR).

Dinh nghia

Tat ca cac dinh nghia trong tai liéu “ Chuong trinh chirng nhan an ninh truyén thong” s&
duoc &p dung

“Pai dién duoc uy quyén ciia An Do c6 nghia 1a mot cong ty hodc cong ty duoc thanh lap

& An Do, trong truong hop thiét bi nhap khau, da duoc OEM nuéc ngoai ay quyén hop 18
dé thyc hién tit ca cac nghia vu dugc yéu cau theo MTCTE ddi vai thiét bi nhap khau

‘BoM’ c6 nghia 1a Bill of Material, va 13 mot tap tin chira théng tin chi tiét vé tat ca cac

mo-dun/thanh phan chinh cia mé hinh dang duoc cung cap dé thir nghiém. Truong hop

hd so dé nghi chizng nhan nhiéu mau xe thi HDQT phai dua vao noi dung chi tiét cua tat
C4 C4C MAU Xe.

Pham vi chirng nhan



Bao mat s& bao gom tat ca cac loai thiét bi Vién thong duoc ban & An Do hoic duoc két
ndi v&i mang Vién thong An Do c6 ITSTAR sin ¢ va c6 hiéu lyc.

Ngay c6 hiéu luc cua viéc chirng nhan trg thanh bt budc dbi véi cac thiét bi Vién thong
khéac nhau sé dugc Chinh phu théng béo riéng.

Viéc sir dung thiét bi dugc chirng nhan, trir khi dugc mién trir cu thé, s& phai tuan theo
cac hudng dan va quy tic hién hanh.

Néu thiét bi dugc nhap khau dé nghién ciru va phat trién hoic nham muc dich trinh dién
& An Do hoac 1am mau dé thi nghiém bat budc thi ching nhan an ninh trudc cé thé
duoc mién ddi vai sb luong thiét bi han ché.

Bat ky thiét bi khong dugc chirng nhan nao, khdng bi luat phap nao cam & An Do, dugc
dich than di cing trong chuyén du lich nudc ngoai téi An Do dé sir dung cho muc dich
ca nhan, co thé dugc mién kiém tra va chirng nhan bat buoc khi tu cong bé.



TONG QUAT

Bat ky OEM/nha nhap khau/dai Iy/ngudi st dung thiét bi Vién thong nao trudc tién phai
dam bao rang mau thiét bj minh dinh ban hoac str dung dugc chang nhan theo Chuong
trinh nay.

Gidy chirng nhan chi can duoc cip mot 1an cho mét 'kiéu' thiét bi va duoc ap dung cho
bat ky s6 luong ndo cua kiéu thiét bi dugc ching nhan. Mot mau thiét bi khac can co
chirng nhan riéng.

Model ¢4 c4u hinh ddy da vé phan ctiing, giao dién va phan mém duoc goi la Main
model. C4c md hinh lién két nham muc dich chirng nhan Bao mat 1a nhitng mé hinh cé
phan mém gidéng hét nhau nhung c6 phan cing l1a tap hop con cua mé hinh chinh. Céc
mau thiét bi vién thong di kém phai duoc chang nhan ma khdng can thi nghiém.

Chi nhiing thiét bi doc Iap, hoan chinh méi duoc thir nghiém va chiing nhin theo chuong
trinh nay. Cac mo-dun/thanh phan thiét bi khéng nam trong pham vi chuong trinh. Hon
nira, su két hop cua cac thiét bi doc lap duoc tao thanh hé thong khong dugc chirng nhan
theo chuong trinh nay; thay vao d6, mdi thiét bi doc 1ap s& can cd chiing nhan riéng.

Gidy chirng nhan c6 gi4 tri trong 5 nam ké tir ngay cap.

NCCS c6 thé dinh chi/hiy bé chang chi néu NCCS biét duoc bat ky vi pham ndo d6i Voi
cac hudng dan va quy tac hién hanh.

NCCS c6 thé ban hanh cac hudng dan nhu vay cho cac OEM/nha nhap khaw/dai 1y/nguoi
ding pht hop véi Pao luat, Quy tac hoic tha tuc ndy, néu can, dé quy trinh ching nhan
hoat dong tron tru.

Cac thu tuc ching nhan an ninh dugc trinh bay chi tiét trong tai liéu nay cé thé duoc sira
d6i theo thoi gian.



QUY TRINH CHUNG NHAN

Quy trinh Chtng nhan Bao mat néi chung bao gdom hai phan; tht nhat, the nghiém dua
trén ITSAR hién hanh va thir hai 1a danh gia két qua thir nghiém dé dam bao su phi hop
vGi cac yéu cau nay. Néu thiét bi duoc phat hién tuan thu tat ca ITSAR hién hanh, thiét
bi d6 s& duoc chieng nhan vé hiéu qua do.

Bat ky nguoi ndp don ndo mudn duoc ching nhan theo chuong trinh nay déu co thé ding
ky truc tuyén trén cong thong tin MTCTE (https://www.mtcte.tec.gov.in). Ngudi nop
don c6 thé cung cap cac tai liéu lién quan nhu (i) Pang ky cong ty (ii) Thu do cong ty ty
quyén cho anh ta cap doi véi cac trach nhiém lién quan. Ngoai ra, trong truong hop OEM
nudc ngoai, ngudi Nop don tir cdng ty An Po phai cung cap tai liéu hd tro (iii) Bién ban
ghi nhé gitta OEM nudc ngoai va dai dién An Do (AIR) dé ban va hd trg san pham & An
P va (iv) ty quyén cho AIR cho lién quan dén MTCTEresponsibilities.

CAc tai liéu s& dugc xem xét ki ludng va bat ky thiéu s6t ndo trong tai liéu s& duoc thong
bao cho ngudi ndp don. Sau khi khac phuc nhitng thiéu sot, dang ky ctia ngudi nop don
s& duogc phé duyét, sau d6 ngudi ndp don c6 thé ndp don dang ky kiém nghiém/chiing
nhan.

Ngudi ndp don phai chon san pham can duoc chirng nhan, chi tiét vé bién thé, giao dién
c6 sin va thong tin vé cac kiéu may lién quan, néu co, dong thoi tai tép Hoa don Vat liéu
(BoM) Ién cong théng tin. BoM nhim muc dich chang nhan bao mat s& bao gém phién
ban Phan mém cta Hé diéu hanh, Co s dit liéu, md-dun Mat ma va bat ky phan mém
doc quyén/bén tht ba nao khac dugc sir dung trong thiét bi ngoai céac chi tiét phan cang
khac. Sau khi nop don, ITSAR hién hanh va phi phai tra s& duoc théng bao/hién thi cho

Sau khi thanh toan phi &p dung, ngudi nop don phai kiém tra thiét bi ctia minh dya trén
ITSAR hién hanh tir bat ky TSTL nao duoc chi dinh. TSTL duoc yéu cau phai hoan
thanh bai kiém tra trong khoang thoi gian 16 tuan, bao gém bat ky khoang thoi gian nao
ma ngudi ndp don yéu cau dé giai quyét moi hanh vi khong tuan tha phat sinh trong qua
trinh kiém tra.

NCCS c6 thé chi dinh ngudi xac thuc dé giam sat ky thuat doi vai thir nghiém duoc thuc
hién trong TSTL.

Sau khi hoan thanh qua trinh kiém tra, TSTL sé tai I&n cac bao cao Kiém tra cling véi ky
hiéu cua thiét bi duoc kiém tra. Ban cang cua thir nghiém bao céo ciing s& dugc chuyén
d6i cho cac don vi NCCS. Béo céo thir nghiém phai duoc NCCS danh gia vé kha ning
thuc hién ITSAR d9 tha cong.



Néu thiét bi dugc phat hién tuan tha (cac) ITSAR hién hanh thi Gidy chirng nhan s& dugc
cap cho ngudi ndp don ddi vai mau thiét bi cu thé.

Chting chi thudng s& duogc cap trong vong 4-8 tuan ké tir ngay nop két qua kiém tra day
du, tly thudc vao @6 phuc tap cua thiét bi.

Néu ITSAR duoc sira ddi va mot phién ban méi cua ITSAR dugc phat hanh, phién ban
d6 s& dugc &p dung ké tir ngay du kién duoc néu trong phién ban méi cua ITSAR. Cho
dén thoi diém do, ITSAR hién tai s& duoc &p dung.

Ban c6 thé lién hé vai Trung tam K§ thuat Vién thong (TEC) hoac bat ky t6 chiic nao
khac duoc chi dinh dé 1am rd cac van dé lién quan dén quy trinh dang ky.



Phi phai tra

Phi duogc tinh theo Chuong trinh s& bao gom Phi danh gia bao cao kiém tra bao mat duoc
dua ra dudi day. Khoan phi ndy phai dugc thanh toan cao hon mtrc phi do TEC quy dinh
theo Biéu phi dugc néu trong phién ban méi nhat cua tai liéu TEC MTCTE “Quy trinh
thir nghiém va chirng nhan™:

Nhom thiét bi Bao  [Phi ddnh gid bao cdo kiém tra bao
mat Bao cao thu mat
nghiém Phi danh gia

A va B 2,00,000
C 2,950,000
D 3,50,000

Phi danh gia béo céo kiém tra bao mat néu trén ciing s& duoc ap dung cho viéc sira doi
Chuang chi lién quan dén kiém tra bao mat.

Phi gia han s& duoc ap dung néu don xin gia han chiing chi dugc thuc hién va khong lién
quan dén viéc kiém tra hoic danh gia bao céo. S6 tién phi ndy giéng nhu phi Hanh chinh
dbi vai nhom san pham tuong Gng.

Trong truong hop VA Idi/stra 13i/cap nhat Phan mém, cha ching chi chiu trach nhiém xac
dinh su tuan thu cua thiét bi dugc chirng nhan, bao gom ca thiét bi da trién khai, voi
ITSAR va nop don xin stra d6i chirng chi. Bat ca khi ndo mot ban va/sira 15i/cap nhat
duoc OEM phéat hanh, n6 c6 thé duoc phép trién khai cing véi chieng chi tam thoi. OEM
s& gui chit ky da thay doi cing vai tat ca cac bao cao thir nghiém noi bo thé hién su tuan
thi1 tt ca cac yéu cau bao mat cua ITSAR hién hanh cing véi cam két dugc dua ra trong
Phu lyc. Chit ky d3 stra doi cua mau xe noi trén s& duoc dua vao chieng chi tam thai co
thoi han hiéu luc tdi da mot nam ké tir ngay phét hanh hozc trong khoang thoi gian con
lai cua chiing chi ban dau, tuy theo diéu Kién nao dén truéc. Giay chitng nhan tam thoi sé
dugc cap trong vong 7 ngay lam viéc ké tir ngay nop don théng thudng. Moi yéu cau sta
d6i giay ching nhan tam thoi tiép theo s& duoc cho phép véi gia tri hiéu luc trong
khoang thoi gian con lai cta gidy ching nhan do.

Trong trudng hop ban vé/sira 15i/cap nhat Phan mém anh huong dén bat ky Chuc nang
bao mat ndo, viéc chung nhan lai s& 1a can thiét theo khoan 7.3.



Nhitng stra d6i c6 thé dugc phan biét 1a thay doi gia ting s& dugc phép trai qua thir
nghiém gia tang.

Bat ky stra d6i nao ddi v&i san pham dugc ching nhan ma khéng c6 ching chi hop 18 s&
duoc coi la st dung thiét bi khong dugc chieng nhan va sé bi xtr 1y twong @ng.

Su d6i méi
Dé gia han, chi Gidy ching nhan phai dang ky truc tuyén va thanh toan phi gia han it
nhat mot thang trudc khi hét thoi han hiéu luc cua gidy chiing nhan hién tai.

Giay chirng nhan chi duoc gia han néu khong co thay d6i nao trong ITSAR &p dung cho
thiét bi va khong c6 thay d6i nao vé kiéu thiét bi.

Sau khi danh gia don xin gia han, mét gidy chirng nhan mai c6 gia tri trong 5 nim nita s&
duoc cap, trong d6 ghi 1d s6 gidy chirng nhan trudce do.

Stra d6i cua ITSAR

Sy phat trién cong nghé, cac yéu cau cu thé cua qudc gia, nhitng thay doi trong tiéu
chuan quédc té hodc cac yéu cau phap ly khac co thé doi hoi phai sira doi ITSAR.

Mot phién ban mai cua ITSAR thuong s€ dugc phat hanh cung véi ngay co hiéu luc du
kién duogc néu rd trén do.

Viéc sira d6i ITSAR noi chung s& khdng anh hudng dén hiéu luc caa chang chi Thiét bi
vién théng da dugc chung nhan cho dén ngay cé théng bao vé hiéu luc caa phién ban
ITSAR méi, sau d6 thiét bi s& dugc ching nhan theo phién ban mai cua ITSAR. Phién
ban mai ctia ITSAR s& cho biét, d6i vai thiét bi duoc ching nhan theo phién ban ITSAR
trude do, licu

thiét bi yéu cau phai trai qua thir nghiém day du hoic ting dan dé duoc ching nhan theo
phién ban mai ciia ITSAR. Thiét bi nhan dugc don diang ky sau ngay thong bao vé hiéu
lyc cua ITSAR sira dbi phai dugc ching nhan theo ITSAR sira doi. Tuy nhién, Chinh
phu An Do c6 thé chi dao nguoi sé hitu chung chi kiém tra lai cac mau xe cuy thé.

Giam sat

Co quan c6 tham quyén (AA) c6 quyén kiém tra va/hoac kiém tra bat ky dién bao nao
y&u cau chirng nhan bt budc vao bat ky lic nao va tai bat ky co so nao, ké ca dia diém
st dung hoic tai noi san xuat dé dam bao rang dién bao duoc sir dung/béan cd cac chang
nhan can thiét va phd hop véi ITSAR cua cac chieng nhan hién c6. Viéc kiém tra va/hoic



thir nghiém nhu vay cé thé duoc thuc hién dinh ky hoic theo quyét dinh ciia Co quan
Pién bao hoic do bat ky khiéu nai nao.

NCCS c6 thé yéu cau thir nghiém lai/danh gia lai thiét bi vién thong da dugc ching nhan
va tinh phi lién quan néu can thiét dé kiém tra su tuan thu cua thiét bi vai ITSAR. Nhiing
truong hop nay co thé duoc kiém tra tai Co s¢ Tiéu chuian Dam bao An ninh caa NCCS
hodc TSTL duoc chi dinh theo quyét dinh ciia Nguoi kiém soat Chuong trinh tuy theo
tung trueong hop.



Biéu do quy trinh chirng nhan bao mat
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(5)
THONG BAO

Théng bao vé wifi CPE va IP Router (IP tinh) bao gom kiém tra bao mat theo
MTCTE-redg

Théng bao duoc dua ra, bat dau chap nhan céc tng dung bao gom kiém tra bao
mat trén Cong kiém tra va chitng nhan bat bugc thiét bi vién thong (MTCTE)
cho CPE Wifi va Bo dinh tuyén IP 1a ngay 07/01/2023. Do d6, cac tham sb bao
mat theo Yéu cau dam bao an ninh vién théng cia An Do (ITSARS) ciing sé
duoc 4p dung cho cac tng dung dugc guri trén cong MTCTE vao hoic sau ngay
07/01/2023 ciing véi cac tham sé ER cho hai san pham nay.

Ngoai ra, cac OEM di duoc cap chiing chi MTCTE (dua trén ER) hoic dang xtr
1y don dang ky cho cac san pham ndi trén trude ngay 07/01/2023 ciing phai
dang ky bat budc dé chuyén doi chitng chi MTCTE cua ho sang chiing chi tich
hop c6 kiém tra bao mat. Mot diéu khoan tuong tu s& duoc cung cap théng qua
tdy chon stra d6i chirng chi sau khi cong MTCTE duogc dua vao hoat dong dé
chap nhan cac ang dung bao gdm kiém tra bao mat.

Cac san pham cua ITSAR n6i trén va danh sach Phong thi nghiém thtr nghiém
bao mat vién théng (ISTL) duoc chi dinh dé thir nghiém cac san pham néu trén
dya trén ITSAR hién hanh c6 san tai trang web NCCS (http://nccs.gov.in).

Cac van dé trén déu duoc sy chap thuan cta co quan c6 tham quyen.


http://nccs.gov.in/







