
UBND THANH PHO HAI PHONG
so rudxc rn vA rRuvEN ru6Nc

cgxc uoA xA ugr csu xcuia vlpr NAr'l
DQc l4p - Tg'do - Hanh phric

s6: ,113 rcrtrr-cNTT
V/v crinh biio 16 hdng bdo rndt

tr6n sAn phdm FoniWeb.

Hai Phdng, ngd1, 99 thong 0l ndm 202 I

Kinh gui:
- C6c S0, ban, ngirnh thinh ph6;
- C6c co quan Trung uong t0 chfc theo ngdnh doc;
- Uy ban nh6n d6n c6c qu6n, huy6n;
- C6c t6 chuc, doanh nghiQp tr€n dia bdn.

Ngdy lll}ll2}2l , Cqc An toirn th6ng tin co C6ng van sO I8/CATTI-
NCSC vC vigc cinh b6o 04 l5 hong b6o mft (CyE-2020-29015, CVE-2020-

29016, CYE-2020-2gOl8, CYE-2020-29019) tr0n srin phAm FortiWeb, hudng

d6n c6ch khic phuc tO h6ng tr€n (gtli kim vdn ban).

So Th6ng tin vd Truyin th6ng tr6n trong d6 nghi c6c co quan, don vi ki6m
. ,.^.,(

tra, rd so6t hQ th6ng c6ng ngh6 th6ng tin vd thuc hi6n c6c bi6n phdp phdt hiQn,

ngdn chdn nguy co gAy m6t an toirn th6ng tin do 16 h6ng tr6n sdn pham

FortiWeb gAy ra tqi co quan vir ciic d<rn vi trgc thugc theo huong din cua Cuc

An todn th6ng tin t4i C6ng van s6 l8/CATTT-NCSC.

Sd Th6ng tin vd Truy6n th6ng cu 6ng Nguy6n D6ng Huy (Truong Phong

H4 tAng k! thu4t vd An toirn th6ng tin - Trung tdm 1'h6ng tin vd Truy6n th6ng,

sO Oipn tho4i 098.4462472) lirOAu mOi ph6i ho. p, trao d6i th6ng tin.

Tran trons.l .lh,..-''" v'
Noi nhfin:
- Nhu tr6n;
- UBNDTP (d6 b/c);
- Ban I 14 (d6 b/c);
- GD, cdc PCD Sd;
- Trung tdm TT&TT:
- C6ng TTDT 56, C6ng Tin tfLc 1'P;

- Luu: VT. CNTT.
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BO THONG TIN VA TRUYEN THONG
CUC AN TOAN THONG TIN

56: l8 /CATTT-NCSC
V/v cdnh brio 16 h6ng bzio mdt trdn sdn

phim FortiWeb

Kinh gti
- Don vl chuy€n tnich ue CNff c6c b6, co quan ngang b6, co

quan thu6c Chinh pht;
:.

- So Th6ng tin vd Truyen th6ng ciic tinh. thdnh ph6 truc thu6c

Trung uo-ng;

- Crlc T/ip cloin, T6ng c6ng ry nha nudc; C6c Ngin hdng

TMCP; C6c t6 chuc tdi chinh;

- HQ thiing cdc don vi chuy6n trrlch vd an todn th6ng tin.

Qua c6ng t6c theo ddi. girim siit tr'6n kh6ng gian nrang, cturg hoat d6ng hop

tdc, chia se thong tin vtri circ to chrrc lon vd an toan thong tin trong vii ngoui nuoc,

Cuc An toin rhong tin ghi nhin 0a 16 hiing b:io rn{t (CVE-2020-29015, CvE-

2020-29016, CVE-2020-29018, CVE-2020-29019) tr€n san phdm FortiWeb

(th6ng tin chi ti6t v6 16 h6ng c6 t4i php luc kdm theo).

FortiWeb ld giAi phrip bdo mqt chuydn dr.rng todn di6n cho hd th6ng ung

dUng web, thudng srr dung trong cric hQ th6ng thong tin c0a cic co qrran to ehirc

d6 gi6m sdt mang, h0 th6ng vd co so hq tdng c6ng nghQ th6ng tin. -fheo dinh giri

so bg, 16 h6ng niy c6 thd enh huong dtln nhi6u co quan. t6 chric o Vi6t Nam, ddc

bi€t lA co quan chinh pht. ngdn hing, t6 chuc tiri chinh, t{p dodn, doanh nghi6p

vd cdc c6ng ty lon, do c6c don vi ndy d6u tri€n khai rn6 hinh urang co sti dung

FortiWcb d€ thu4n ti6n cho vi6c quan I! vd brio mAt ATTT cho h0 thdng.

Nhim <lim bdo an toiin th6ng tin cho hQ th6ng th6ng tin cua quy tlon vi,

g6p phAn bio dim an todn cho kh6ng gian mang Vi6t Nam, Cuc An todn th6ng

tin d6 nghl quli don vi thuc hi€n:

l. Ri soilt xiic mrnh h"a th6ng web co su dung FortiWeb cl6 phit IriCn vi xu

l! kip thoi cdc 16 h6ng bdo mdt, dac biet li cic 16 hong c6 tai phu luc ki'nr thco.
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2. CAp nhit bin v6 ho[c khic phr,rc 16 h6ng bio mdt tl6ng thdi thuong xuy€n

thUc hiQn ki6m tra d6nh giri, bao ddm an toirn th6ng tin.

3. Tdng cuong theo d6i gi6nr stit hQ th6ng d6ng thoi thudng xuy6n theo ddi

kdnh cdnh b6o cua cdc co quan chuc ndng vri cdc td chuc lon vd an toin dii phrit

hien kip thoi c6c nguy co tdn cong mang.

Trong trucmg hqp cAn thi6t c6 th€ lien h0 diu mrSi hd tro cia Cuc An todn

th6ng tin: Trung tim Girim s6t an todn kh6ng gian *urg qu6. gia, di6n thoai:

02432091616, thu di6n tu': aisfa)mic. eov.vn.

Trdn trong./

Noi nhQn:
- Nhu tr€n:
- Thri trudng NguyOn Hu1, Dnng (d€ b/c);
- Cuc truong (de b/c):
- PCT Nguy€n Khdc Lich:
- Lru: VT. NCSC.
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Phg lqc
Th6ng tin cic 15 h6ng

(Kbm theo C6ng vdn tij ,t? /C,STTf-NCSC ngdy rt /61 /2020)

1. CVE-2020-290I5

- Mric tlg: trung binh (CVSS: 6.4)

-:.: : .- Lo hong tdn tai trong giao diQn ngudi dung cta FortiWeb, cho phdp d6i tuqng

t6n c6ng chdn vi thUc thi md tu xa, t6n c6ng SQL injection.

Khai th6c 15 hdng bdo mit niry cho ph6p tl6i tucmg t6n c6ng doc, x6a. sua

d6i dt lieu, chi6m quydn kidm sodt h0 th6ng tmg dung muc ti6u.

- Anh huong: FortiWeb phi6n bin <6.3.7 vd, <6.2.3

- Giii ph6p: n6ng c6p l6n phi6n bdn >6.3.8 vit>6.2.4

Truy c4p t4i: https://support.fortinet.com/

2. CyE-2020-29019

- Mt?c tlq: trung binh (CVSS:6.4)

- L6 hOng trong FortiWeb cho ph6p dtii tuqng tdn cdng chdn vA thuc thi ma ttr xa,

ldm trin b0 d€rn.

- Anh huong: phi6n brin <6.4.7 vit<6.2.3

- Gidi phrip: n6ng cdp l6n phi6n bin > 6.3.8 vit>6.2.4

Truy cfp tai : https ://support.fortinet.com/

3. CVE-2020-29018

- Mirc d6: trung binh (CVSS: 5.3)

- L6 hOng cho phdp d6i tuong tdn c6ng chdn vd thEc thi md tty j, drinh cip th6ng

tin dt li6u nh4y cdm.

- Anh huong: phi6n bdn < 6.3.5

- Giai ph6p: ndng cdp l6n phi6n brin > 6.3.6

Tmy c4p tai: https://support. fortinet.corr/

4. CVE-2020-29016

- Muc tlQ: trung binh (CVSS: 6.4)
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- L6 h6ng cho phdp tl6i tugng tAn c6ng chdn vd thUc thi mi tty !, ldm trdn b0

d0m.

Truy cip tai : https://support.fortinet.com/
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