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_ UBND THANH PHO HAI PHONG CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Doc lip - Tw do - Hanh phiic
S6: AAG /STTTT-CNTT Hai Phong, ngay 20 thang 01 nam 2021

V/v canh bao Lc:) hong bao mat
trén san pham FortiWeb.

Kinh gui:
- Cac S0, ban, nganh thanh pho
- Cac co quan Trung wong t6 chure theo nganh doc;
- Uy ban nhén déan cac quan, huyén:
- Céc 16 chirc, doanh nghiép trén dia ban.

Ngay 11/01/2021, Cuc An toan thong tin c6 Cong van s6 18/CATTT-
NCSC vé viéc canh bao 04 16 hong bao mat (CVE-2020-29015, CVE-2020-
29016, CVE-2020-29018, CVE-2020-29019) trén san pham FortiWeb, hudng
dan cach khic phuc 16 hong trén (giei kém van ban).

S& Thong tin va Truyén thong tran trong dé nghi céc co quan, don vi kiém
tra, ra soat hé théng cong nghé thong tin va thuc hién cac bién phap phat hién,
ngian chan nguy co gay mat an toan théng tin do 16 hong trén san phiam
FortiWeb gdy ra tai co quan va cac don vi truc thudc theo huéng dan cua Cuc
An toan thong tin tai Cong van s6 18/CATTT-NCSC.

S& Thong tin va Truyén thong cir ong Nguyén Dong Huy (Truong Phong
Ha tang ky thudt va An toan thong tin - Trung tdm Thong tin va Truyén thong,
s6 dién thoai 098.4462472) la dau mdi phdi hop, trao doi thong tin,

Tran trong./. V

Noi nhin: KT. GIAM DOC

- Nhu trén;

- UBNDTP (dé blc);

- Ban 114 (dé b/c);

- GDb, cic PGD Sor,

- Trung tam TT&TT:

- Cong TTDT S, Cong Tin tie TP,
- Luu: VT, CNTT.







BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN DPic lip - Ty do - Hanh phiic

S6: 18 /CATTT-NCSC Ha Néi, ngay//thang 0/nam 2021
V/v canh bao 16 hong bao mat trén san
pham ForuWeb

Kinh gui:
- Pon vi chuyén trach vé CNTT cac b, co quan ngang bo, co
quan thugc Chinh phu;
- S& Thong tin va Truyén thong cic tinh, thanh phd truc thudc
Trung uong;
- Cac Tap doan, Tong cong ty nha nude; Cac Ngan hang
TMCP; Cc td chirc tai chinh;
- Hé thong cac don vi chuyén trach vé an toan théng tin.

Qua cong tac theo doi, giam sat trén khong gian mang, cung hoat dong hop
tac, chia sé thong tin voi cic t6 chire 16n vé an toan thong tin trong va ngoai nudc,
Cuc An toan thong tin ghi nhin 04 16 hﬁng bao mat (CVE-2020-29015, CVE-
2020-29016, CVE-2020-29018, CVE-2020-29019) trén san pham FortiWeb

(thong tin chi tiét vé 10 héng co tai phu luc kém theo).

FortiWeb la giai phdp bao mat chuyén dung toan dién cho hé thng tng
dung web, thuong sur dung trong cac hé thong thong tin cua cac co quan to chire
dé gidm sat mang, hé thong va co so ha tang cong nghé thong tin. Theo dénh gia
50 b, 16 hong nay c6 thé anh huong dén nhiéu co quan, t6 chie ¢ Viét Nam, dic
biét la co quan chinh phu, ngan hang, t6 chic tai chinh, tdp doan, doanh nghiép
va céc cong ty 16n, do cac don vi nay déu trién khai mé hinh mang co su dung

FortiWeb dé thudn tién cho viéc quan 1y va bao mat ATTT cho hé thong.

Nhim dam bao an toan théng tin cho hé théng thdng tin cua quy don vi,
gép phan bao dam an toan cho khéng gian mang Viét Nam, Cuc An toan thong
tin dé nghi quy don vi thuc hién:

1. Ra soat xac minh h¢ théng web ¢6 st dung FortiWeb dé phat hién va xu

Iy kip thoi cac 16 héng bao mat, dac biét la cac 16 hong o tai phu luc kem theo.
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2. Cép nhat ban vé hoic khic phuc 16 héng bao mat déng thoi thuong xuyén

thuc hién kiém tra dénh gid, bio dam an toan théng tin.

3. Tang cuong theo doi gidm sat hé thong dong thoi thuong xuyén theo doi
kénh canh bao cua cac co quan chitc nang va céc té chirc I6n vé an toan dé phat

hién kip thoi cac nguy co tan cong mang.

Trong truong hop can thiét ¢o thé lién hé dau moi ho tro cua Cuc An toan
thong tin: Trung tim Gidm sat an toan khong gian mang quoc gia, dién thoai:

02432091616, thu dién tu: ais@mic.gov.vn.

Tran trong./.

Noi nhin: KT. CUC TRUQN G
- Nhur trén; PHO CUC TRU ONG

- Thir truong Nguyén Huy Diing (dé blc):;
- Cuc truong (dé ble):

- PCT Nguyén Khic Lich;

- Luu: VT, NCSC.




Phu luc
Thong tin cac 15 hong
(Kém theo Cong van sé 18 /CATTT-NCSC ngay 44 /&1 /2020)

1. CVE-2020-29015
- Mirc d§: trung binh (CVSS: 6.4)

- L6 hong ton tai trong giao dién ngudi dung cua FortiWeb, cho phép doi tuong

tan cong chen va thuce thi ma tr xa, tan cong SQL injection.

Khai thac 16 hong bao mat nay cho phép doi tuong tan cong doc, xoa, sua

d6i dit liéu, chiém quyén kiém soat hé théng tng dung muc ticu.
- Anh huong: FortiWeb phién ban <6.3.7 va <6.2.3
- Giai phdp: nang cap lén phién ban >6.3.8 va >6.2.4
Truy cép tai: https://support.fortinet.com/
2. CVE-2020-29019
- Muc dg: trung binh (CVSS:6.4)

- L6 hong trong FortiWeb cho phép ddi twong tan cong cheén va thue thi ma tir xa,

lam tran bo dém.

- Anh huong: phién ban <6.4.7 va <6.2.3

- Giai phap: nang cip 1én phién ban > 6.3.8 va >6.2.4
Truy cap tai: https://support.fortinet.com/

3. CVE-2020-29018
- Murc do: trung binh (CVSS: 5.3)

- L& hong cho phép déi tugng tin cong chén va thue thi ma tiy ¥, danh cip thong

tin dir liéu nhay cam.

- Anh huong: phién ban < 6.3.5

- Giai phap: nang cip 1én phién ban > 6.3.6

Truy cép tai: https://support.fortinet.com/
4. CVE-2020-29016

- Muc d¢: trung binh (CVSS: 6.4)
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- L6 héng cho phép doi tugng tan cong cheén va thuc thi ma tay y, lam tran bg

dém.

Truy cap tai: https:/support.fortinet.com/
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